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Abstract: This report presents to businesses, consumers and government officials (including law enforcement) a “menu of options” for combating fraud in the online auction industry. By directly interviewing several major online auction sites and cataloging the features of other sites, the Washington Attorney General’s Office, in conjunction with the Center for Law Commerce and Technology at the University of Washington Law School, has attempted to identify a series of “best practices” in the online auction industry. The results of these interviews as well as findings from investigation of current practices on the Web are presented here. By identifying the most successful, innovative, and feasible practices, this report seeks to maximize the reach of industry solutions and thereby promote industry-wide self-regulation. Standardization is a powerful tool for eradicating fraud across the industry. However, divergent business models and differing consumer needs mean that there is no one size that fits all models.  This report presents a pro-active collaboration between enforcement agencies, industry, and academia.  It also suggests a menu of best practices from which users might choose to suit their needs, and invites comment, critique and improvement upon those practices. 

INTRODUCTION

Produced by the Washington State Attorney General’s office and the Center for Law Commerce and Technology at the University of Washington Law School, this report surveys the current range of responses to the problem of online auction fraud. This report presents the results of that survey in the form of a menu of options for businesses and consumers.  This report seeks to help shape the highest standards for combating consumer fraud in the online auction industry.  It also highlights the online auction industry’s best practices in preventing and combating auction fraud so that other auction sites may implement those practices that best suit their business models.  This report also intends to increase consumers’ understanding of the tools available for their self-protection.  Finally, this report also offers suggestions for ways in which law enforcement and government consumer protection officials can assist consumers and auction companies in fraud prevention.

  
One of the most often cited cases of fraud relating to online auctions is the seller's failure to deliver the purchased item after the buyer has paid.  A typical online auction fraud scenario might work like this: You are the winning bidder and you pay for your item by check.  After sending your check, you wait  for the merchandise to be shipped to you. After about a week or two, your merchandise has still not arrived. You begin to wonder what has happened. You notice that your check has been cashed. You send the seller an email asking for information about the shipment. The seller comforts you by saying that she sent it about one week ago and that the merchandise should arrive soon.   After a couple of days you get the funny feeling that something has gone wrong.  You email the seller again but this time, the seller fails to respond. To many victims, this will sound quite familiar. 

Online auctions highlight the promises and risks of electronic commerce. Online auctions are among the most popular e-commerce destinations on the World Wide Web,
 with total sales expected to reach $19.6 billion by the year 2004.
 Yet online auctions have also become the primary venue for online fraud. The Federal Trade Commission (FTC) received over 10,000 complaints about online auction fraud in 1999.
 Online auction problems accounted for 87% of the online complaints reported to the National Consumers League (NCL) in 1999.
 This statistic decreased somewhat in 2000 to 78% but online auction  complaints still represented the largest category for  their Internet fraud statistics .
 In December 2000, NCL also polled 2,196 consumers concerning their participation in online auctions.  Based on the NCL survey results, the NCL concluded that 31 percent of Americans, or approximately 35 million people, participate in online auctions.  According to the survey, 4 in 10 online auction buyers (41 percent) have reported having a problem with online auctions. 
  

Most of the statistics available on online auctions lump together problem transactions (such as late delivery or problems with the quality of appearance of the merchandise delivered) with consumer fraud (such as nonpayment by a purchaser, nondelivery by a seller, or sale of a counterfeit item).  Therefore, it is hard to come up with exact statistics concerning the frequency of online auction fraud.  Even though the frequency of fraudulent transactions appears to be a tiny fraction of all online auction transactions, the online auction industry and regulators realize that fraud and consumer complaints in the online auction sector  are very real problems.  In short, a few bad actors threaten to spoil consumer confidence in this vast new sector.

Many factors appear to make online auctions a forum of choice for online fraudsters. Most important, perhaps, is the simple burden of success: the volume of users has attracted a proportionate share of dishonest participants. In addition, the sheer volume of automated transactions—eBay, by far the largest auction Web site, currently lists about six million items for sale daily
—makes monitoring of these sites imperfect at best, not to mention expensive.  A less obvious result of the online auction explosion is that it has immediately created a vast pool of new or unsophisticated consumers: the very fact that this activity did not even exist five years ago means that most new users come unprepared to their first transactions. While repeat users undoubtedly acquire the savvy necessary for self-protection,
 the continued growth of this sector means a continuous supply of uninformed users. 

Other factors contribute to online auction fraud as well.  The entry costs for participating in online auctions is relatively low.  Furthermore, auctions can occur on a  worldwide scale.  Unscrupulous operators may be attracted to online auctions because of the low cost of entry and the global nature of the activity.  Consumers appear reluctant to use available third party safety measures.  The explosive growth of this new medium has outpaced the development of dispute resolution models suitable for online activities; these models are only now being introduced. In addition, some perpetrators might mistakenly believe that online fraud is beyond the reach of offline policing agencies.


Online auction buyers have been the targets of numerous types of fraud.  The most common auction fraud scenario involves the seller’s failure to deliver the goods for which a winning bidder has paid.  A subset of this scheme involves sending goods that do not live up to the buyer’s expectations, whether because they were misdescribed, an inferior product was substituted, or the item was damaged or defective prior to shipping. Mis-description and product substitution often involve active intentional fraud initiated by the seller.  Damage to the product in shipping may not represent active, intentional fraud; but the seller’s refusal to refund the cost or replace the item nonetheless presents a transactional impasse that online auctions must frequently address.  The seller’s untimely delivery of goods presents another frequent complaint.  Although not fraudulent, late delivery is another form of dispute that finds its way back to the auction site. 

Buyers are not only victims. Some have discovered their own methods for taking advantage of Internet auction sellers.  Some buyers have “rejected” the goods they receive only to send a substitute, inferior product back to the seller. Other buyers use stolen or fraudulent identities and credit cards to defraud sellers and buyers. Some buyers have simply refused to honor their winning bids, costing the sellers the time and expense of running a new auction.  Finally, bid “shilling” and bid “shielding” represent exotic species of multi-party fraud whereby bidders manipulate other buyers and bidders, respectively.
  Bid shilling is a practice of false bidding by the seller and/or conspirators designed to drive up the price of an item and force unknowing bidders to increase their bids to acquire the item.
  Bid shielding occurs when two bidders conspire to place one bid high enough to scare other bidders off and one bid lower than fair market value, and then the higher of the two withdraws at the last minute, thereby defrauding the seller of the value of the object as determined by open, competitive bidding.
 All of these practices, and others yet to appear, are like weeds blighting the young online auction sector, where the vast majority of transactions are legitimate.

This report presents some of the most innovative, successful, and feasible responses to fraud in the online auction industry. It is designed to be accessible to government officials, businesses and consumers in order to provide a comprehensive educational tool to them. This report contains the following parts:

· Part I describes the methodology used in gathering information directly from the  participants themselves: the online auctions and the third party service providers that are responding to the consumer protection needs of the online auction industry. 

· Part II briefly summarizes the major findings of this study. 

· Part III briefly describes how an Internet auction works.

· Part IV presents the current best practices of the online auction industry, along with some suggestions for improvement made by the industry participants interviewed. This part presents three categories of best practices, with each category representing a different perspective on combating online auction fraud. 

· Part IV.A summarizes the wide variety of risk reduction tools with which online auctions and third party service providers currently allow consumers to minimize the possibilities for fraud in  online auctions . 

· Part IV.B analyzes enforcement and dispute resolution mechanisms, both industry- and state-sponsored, and how those mechanisms help shape more trustworthy transactions online. 

· Part IV.C turns to consumer education efforts, which are widely cited as the most promising, yet which are perhaps the most underutilized, preventative measures. 

· Following a brief conclusion, this report includes as appendices two lists of tips for online auction buyers and sellers, prepared by the Federal Trade Commission
 and the National Consumers League.
 

· In addition, this report also includes an appendix presenting a survey of smaller auction sites and data suggesting the degree to which these sites have adopted the fraud prevention methods of the sites interviewed.  As an educational tool for both consumers and auctions sites, this last appendix serves the same goal as the report as a whole: to raise the best practices in the online auction industry to the highest standards for as many participants as possible, notwithstanding differing business models and consumer needs.

I.  METHODOLOGY: WHERE DID THIS INFORMATION COME FROM?


From August to November 2000, the Washington Attorney General’s office teamed with the Center for Law Commerce and Technology at the University of Washington Law School to interview some of the major auction sites and third party service providers associated with those sites.  The interviews primarily concerned consumer fraud; the authors did not make many inquiries into the sites’ privacy policies, nor did the authors interview business-to-business auction sites.  The interviews were conducted with representatives of eBay, Amazon.com, Yahoo!, MSN, and Fair Market.  (Fair Market is the back-end service provider for multiple auction sites including MSN.)  Another Internet portal  that was interviewed  for this report previously offered auction services that were facilitated by Fair Market.  This portal has subsequently ended its auction service.  We refer to this site as Auction Portal X.  Interviews were also conducted with representatives of third-party service providers Tradenable  (formerly known as i-Escrow), PayPal and SquareTrade, as well as representatives of VISA. The openness of all the parties interviewed suggests a willingness on the part of industry to work toward solutions to the problem of consumer fraud.


The interviews followed a standard format. Prior to each interview, the interviewees were sent a list of questions. The following list went to the representatives of the auction sites.  A substantially similar list was sent to the representatives of the third-party service providers:

· What are the nature and frequency of complaints that your company receives from online auction customers? 

· What are some of the trends that you see emerging with respect to legal issues arising out of online auctions (e.g., what issues are being litigated, how are disputes being resolved, where is existing law ambiguous)?

· What are your existing customer-service/consumer-protection policies? How do you disseminate these policies to the public?

· What is the universe of options (policies, procedures, education efforts, legal actions, and legislative reform) that have been considered for dealing with online auction fraud, and consumer protection and education? 

· What changes has your company made to your policies and procedures in order to respond to consumer complaints?

· What changes has your company considered and discarded as impractical or not capable of being effectively implemented?

· In an ideal world, what would the relationship be between online auction companies and attorneys general with respect to consumer complaint handling, fraud prevention and fraud detection?

· At present, to what government entities do you send information concerning online auction fraud? What has been the response?

· What suggestions do you have for improving the relationship between online auction companies and state attorneys general and other law enforcement agencies?

· What should attorneys general do to better educate consumers about online auction fraud? For example, what types of information should be added to a consumer-oriented Web site?


The interviews were conducted with the understanding that proprietary information would be kept confidential either by not attributing trade secret or forthcoming business practices to a particular site or by not disclosing these practices altogether.  This format sought to facilitate an open discussion of  public-private solutions to the problem of online consumer auction fraud.

Other reports have previously addressed consumer fraud in the online auction industry.  This report, however, 
 provides a unique and comprehensive approach to the problem of  Internet auction fraud. In addition to interviewing representatives of industry participants, preparation for this report came from an examination of the practices as presented live on the sites themselves.  The interviewees’ web sites provided valuable supplemental information, particularly regarding policies and ease of use analyses. A survey of other online auction sites helped determine the degree to which these sites replicate the best practices initially identified by the auction site interviewed for the report.       

The interviews provided a much-needed dimension to this study that a mere review of auction site policies would not have revealed.  For example, in many instances, the difference in a company’s business model was an important aspect of the types of protections offered to consumers.  Furthermore, the discussions revealed which types of safety features were feasible – from either a technological or a business standpoint.  

The survey of auction sites is presented in Appendix C to this report. Finally, a draft of this report was circulated to the interviewees for feedback before posting on the Washington Attorney General’s Web site.  The Washington Attorney General’s Office of Consumer Protection and the Center for Law, Commerce and Technology welcome feedback on this report.  We hope that it serves as a useful resource and a model for successful public-private approaches to problems on the World Wide Web.


This report attempts to highlight the best practices of the online auction industry and to identify where the industry could improve its practices with respect to consumer fraud; it does not address privacy issues except as they relate to consumer fraud concerns. While comparison of divergent practices inevitably requires some judgments about the relative merits of the various practices, this report does not endorse any one business or business model.  The goal has simply been to identify those practices, from whatever source, that best serve to make the online auction marketplace as safe for consumers as it can be. 

II.  SUMMARY OF SIGNIFICANT FINDINGS


There is a vast range of business models for online consumer
 auctions.  There are over 200 auction sites on the Web, ranging from the free-standing eBay, which handles 87% of online auction transactions, to the auction sites attached to portals like Yahoo! and MSN, to the auction sites attached to e-commerce sites like Amazon, to specialty auction sites.  Some sites charge to list items, others do not (although Yahoo! recently started charging for listings
).  This variety of business models results in a wide range of practices, which are described in detail below. But despite this variety, some general observations can be made about online auctions:  

· Consumer fear of credit cards present one of the greatest surprises of  the online auction marketplace. While credit cards currently provide the most protection against consumer fraud online,
 use of credit cards in online auction transactions is surprisingly low.  One report suggests that credit card usage among online auction buyers may be as low as seventeen percent.
  This may also be due, in part, to the fact that many sellers do not accept credit cards as a form of payment.  Almost every respondent agreed that consumers need to be encouraged to use their credit cards to pay for more of their auction purchases.  At least one site is considering restricting auction transactions solely to credit card purchases.

· One common consumer misconception is that auction sites are pre-vetted for fraud.  One respondent’s market research indicated that consumers overwhelmingly believe that auction sites check the validity of the items listed on their sites, as well as the integrity of the sellers.
  While monitoring for certain items remains a disputed mechanism for keeping items off a site, no site requires pre-clearance of goods or sellers.

· Many auction sites describe themselves merely as venues or meeting places where third parties transact for goods. The sites’ terms of use invariably attempt to disclaim involvement in or responsibility for the sales that occur from postings on their sites.
  In certain sectors, such as software sales, there is a high incidence of the sale of pirated or counterfeit goods.  Many professional vendors look to auctions for inexpensive items to resell at a profit.  For some individuals, the online auction is a wonderful place to sell stolen goods or pirated software.  While the cost of pirated software is less expensive than buying licensed software, the disadvantages outweigh the short-term benefits of lower price.  A survey conducted by the Software and Information Industry Association (SIIA) determined that 91% of all computer software being auctioned was being offered in violation of the copyright of that software.
 There have been criticisms of the SIIA methodology, however, so this number must be viewed with caution.

III. HOW DOES AN INTERNET AUCTION WORK?

 
Auctions involve both bidders (who often become buyers) and sellers.   Sellers who want to sell a certain item can  register with an auction site and then list their items for auction.  Once an item is posted on a site, bidders can place their bids.  Persons who want to bid on an item are also required to register with the auction site.  An auction will remain open for bidding for a certain amount of time.  Once the bidding is closed, the auction site will declare a winning bidder who becomes a buyer.  After the auction has ended, both buyer and seller are notified by email.   

Internet auction sites often describe themselves as marketplaces or venues.  In other words, it is up to the seller and buyer to finish the deal.  Although Internet auction sites will normally help buyers or sellers who do have a problem, they do not consider themselves legally responsible for sales gone wrong.  Internet auction sites make their money by charging sellers a fee to list their items for auction, through advertising on the site, and for transaction fees for items sold (i.e., charging a commission to the buyer or seller).

 
Internet auctions are somewhat different from traditional brick and mortar auctions.  At a traditional auction, the bidder has a chance to examine the items up for auction.  The auctioneer is a live person who controls the bidding.  The identity of the bidders, buyers and sellers may be easier to ascertain.  Additionally, online auctions end at a predetermined time whereas live auctions end with the highest bid made, regardless of the elapsed time period.


During an auction in cyberspace, the identity of bidders, buyers and sellers may be unknown.  People create new User IDS when they register with an auction site.  Furthermore, a bidder can only view a photograph of an item when he or she bids.  Until the goods arrive, they have no idea if what they have purchased will (a) arrive, (b) be authentic, or (c) be the correct make or model.  The seller, furthermore, has no idea whether the buyer will make good on his or her payment obligation.   The rules according to which buyers and sellers are allowed to register on an auction site, to participate in auctions and to remain registered, vary greatly from site to site.  


Many auction sites maintain their own listings, and also offer their own customer service for buyers and sellers.  eBay is an example of an auction company that hosts its own auctions and provides its own back-end customer support.  Other auctions sites, such as MSN Auctions, utilize another company, Fair Market, to provide much of their support services.  Although MSN offers its own customized auction web pages, its search engines are linked to a networked system of auction listings operated by Fair Market.  In other words, customers who views listings on MSN may be viewing items posted by sellers at other auction sites that are part of the Fair Market Network.  Fair Market offers more than a network of users and listings.  It also provides customer support for the auction sites that it services. 

IV.  SUMMARY OF APPROACHES


This section presents the report’s findings under three broad categories: 

· risk reduction tools,
 

· enforcement and dispute resolution;
 and 
· consumer education.
 

These categories reflect three primary angles from which to approach the problem of consumer auction fraud.  Some mechanisms are useful at the front end of an auction transaction – i.e., the point at which bids are being placed.  Other mechanisms are useful at the back end – when a bid has been accepted and a sale is made.  Nonetheless, they are in no sense hermetically sealed off from each other.  On the contrary, all three mechanisms are in play at all stages of a transaction: risk reduction tools are most visible on the front end of the transaction, but enforcement systems, particularly in the novel feedback devices, also clean up the front end by threatening fraudsters and reassuring consumers.  Similarly, most of the risk reduction tools are useful for their back-end remedies as well as for their front-end reassurances.  Finally, consumer education is necessary for both pre-transaction protection and post-transaction recourse.  

Not all approaches will be feasible for all auctions sites. Differences in size may make an approach less cost-effective: what works for eBay may not work for everyone else.  Whether an auction site charges for listings or provides listings for free might also impact the range of options available, particularly if the site cannot pass the cost of a risk reduction program along to consumers through fees charged.  Consumer education, therefore, is essential, so those consumers understand that the level of risk may vary from site to site.  

 Many of the solutions identified might actually turn out to be cost effective and therefore even more attractive to sites providing free listings than to sites with a revenue stream from users.  For instance, partially subsidizing a third-party dispute resolution provider might be cheaper than handling the disputes in-house.  Finally, some of the solutions may be available only to those sites like MSN that are part of a larger network (Fair Market). 

While individual sites might not be able to take advantage of such solutions, the Fair Market model might suggest the possibility of future collaboration in the industry.  Fair Market provides back-end service for several auction sites.   It manages the listings, and provides customer support for many auction sites.  Fair Market, therefore, as an auction service provider, can implement useful procedures and offer such services to many sites at one time.  Whatever a site’s business model, this report presents a menu of options against which a site can compare its current practices and from which the site might learn from the experiences of other sites.   

A.  RISK REDUCTION TOOLS: How can I protect myself?


Risk reduction tools help reinforce the legitimacy of the auction transaction as the consumer chooses whether or not to transact at a particular site, for a particular item. By offering security systems for the transaction, these tools minimize the opportunities for fraudulent behavior and build the consumer’s confidence.  The authors examined the various tools keeping in mind the goals of minimizing fraud and reassuring consumers.    The ease of use and ready availability of the tools was also considered. The Internet not only requires new formats for its transactions, but also allows for new means of conveying information.  Therefore, the authors asked not only, “What is it?” but also “How easy is it to find and use?”

1. Payment Systems: Paying it Safe Online

a. Credit cards offer the best protection against online fraud.


Currently, the most effective way to combat fraud is for consumers to pay with credit cards. The FTC and the National Consumers’ League encourage buyers to use credit cards in paying for purchases at online auctions.
  When a consumer uses a credit card, his or her bank (that issued the credit card) acts as an intermediary if there is a problem with a transaction.  If a problem with a merchant arises, the credit card company will contact the merchant on behalf of the consumer, and investigate the problem and attempt to resolve it.   

Federal law caps both a credit and debit  cardholder’s liability for unauthorized charges at $50,
 and under the terms of their credit card agreements many credit card companies completely shield their cardholders from any liability for charges to a card that is stolen or misused.  In other words, if a thief uses a consumer’s credit card to purchase items, the consumer will not have to pay more than $50 for such unauthorized charges (if he or she promptly reports the theft of the card).   Some credit card issuers have reduced the cardholder’s liability to $0 for unauthorized use under certain circumstances.

Furthermore, federal law requires credit card companies to allow consumers to contest erroneous charges.  Erroneous or incorrect charges, which the law defines broadly, includes non-delivery of goods, delivery of non-conforming goods and incorrect billing for goods that are ordered
  Cardholders, under certain circumstances, may also assert any contractual claims that they might have against a merchant, against their credit card issuer.  In order to facilitate this, credit card companies have instituted a chargeback system as part of their contractual arrangements with merchant account holders.  Under the chargeback mechanism  , once the consumer provides notice of the erroneous charge within sixty days of the relevant statement to the bank that issued the card, the issuing bank has the right to pass the disputed charge back to the seller’s bank, which in turn has the right to pass the charge back to the merchant.  The system looks something like this

Diagram # 1: Chargeback System:
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Note: The diagram above refers to credit cards where there is both an issuing and merchant bank.  In certain circumstances, the issuing bank and the merchant bank are one and the same company.

In practice,  the chargeback system thus places the burden of proving the validity of the charge on the merchant.
  In the case of an online auction, the burden would fall on the seller to prove that a certain charge to the buyer’s credit card was correct.  Yet the National Consumers League estimates that buyers use credit cards in only 17% of online auction purchases.
 While this number might be low, at least one respondent suggested that the industry is “in the stone age when it comes to [credit card] payments.”  All respondents agree that  ideally online credit card acceptance should be commonplace. 

Consumer education remains one of the most effective tools for encouraging the use of credit cards.
 VISA sees its role in this market as focusing primarily on the disclosure of pertinent facts and educational material so that consumers can make informed decisions.   Recently, VISA entered into a consumer education program in partnership with the Better Business Bureau Online (“BBBOnline”) to promote safe shopping and BBBOnline’s merchant seal program.

Auction sites describe themselves as places where buyers and sellers meet to conduct transactions between each other and not necessarily with the involvement of the site itself.
  Therefore, the ability to use a credit card to purchase an item in an online auction depends upon the seller’s willingness to accept such payment.  Because the prudent consumer needs to know prior to bidding on an item which sellers accept credit cards, all of the auction sites surveyed list the types of payment accepted by the seller directly on the page where the item is listed. However, placement on the page can vary: 

· Yahoo! prominently lists payment methods at the top of each item’s page. 

· Some listings on eBay have payment information at the top of the page, some further down in the product’s description. 

· Amazon lists credit card payment information at the bottom of the page to where the buyer must scroll. 

Although the difference in ease of use based on where the payment information is located on the page is marginal, consumer reassurance can only be increased by prominent placement of such information at the top of the page, like on Yahoo! and many of eBay’s pages.   The posting of an icon in the product category listings indicating that the seller accepts credit cards might be even more noticeable; no site currently uses such an icon.

b.   Proprietary Payment Systems: Added protection for your credit card


A proprietary payment system is a system in which the buyer pays a payment company rather than the seller and the payments company pays the seller.  A so-called proprietary payment system is normally operated  by a company that has some connection to the auction site.  For example, the payment system might be a joint venture between the auction site and a bank or between a specific Internet portal and a bank.   The auction site or the auction site’s parent may also have an investment in the payment system or some sort of contractual arrangement between itself and the payment system.    

eBay’s Billpoint, Yahoo’s PayDirect, Amazon.com Payments, and Fair Market’s ASAP are examples.   In each of these systems, the auction site or the auction site’s parent company can influence the policies and procedures of the payment system.  It is this affiliation between the payment company and the auction site that can lead to increased consumer confidence in online payments.  Proprietary payment systems offer an attractive alternative to credit cards, and might even overcome consumer reluctance to use credit cards for purchases.  Consumers often fear providing their credit card number to an unknown seller over the Internet.  

If an auction site or web merchant offers its own payment system, a consumer may feel at ease providing their credit card number to the site.  Why? Because the customer pays the auction site rather than the seller.  Furthermore, if a problem arises, the credit card company will attempt to resolve the problem with the auction site or its payment service company, NOT with the seller.
  The basic structure of these systems is as follows: 

· STEP 1: the buyer provides the proprietary payment system with a source of funds (either a credit card or a prefunded stored value account with a positive balance). 

· STEP 2: Sellers choose whether to accept the auction site’s payment system. 

· STEP 3: When a buyer wins a bid on an object whose seller accepts the payment system and the buyer chooses to pay with the system, the proprietary payment system charges either the buyer’s credit card or the buyer’s account. 

· STEP 4: The payment service then transfers funds to the seller’s bank account. 

· The arrangement looks something like this:

Diagram # 2: Proprietary Payment Systems:
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If a proprietary payment system charges a  buyer’s credit card, the  payment system provider may become  the merchant for purposes of the  chargeback protection against erroneous or unauthorized charges (described above in section II.1.a).  This approach leaves the payment company to collect any disputed charges from the seller.  The result is that the buyer and seller exchange the goods, while the payment flows through the auction site. 

Apart from this basic pattern, the various systems differ in their details. These differences sometimes include different levels of fraud protection.   

·  Billpoint,
 a joint venture between eBay and Wells Fargo Bank, offers buyers the option of either registering their credit cards prior to the transaction or paying Billpoint upon each transaction.  Either way, Billpoint charges the buyer’s credit card and thus becomes the merchant for purposes of federal chargeback provisions.  eBay advertises that Billpoint provides “100% credit card purchase protection.”
  Billpoint is available to buyers in forty countries.

· Amazon.com Payments
 also charges the buyer’s credit card and then transfers a payment to the seller.  The only difference from eBay’s Billpoint is that Amazon.com Payments requires buyers to register their credit cards prior to executing payment.  Amazon guarantees purchases up to $2500 that are made using the Amazon.com Payments system. Amazon.com Payments is available to buyers in twenty-eight countries.

· Fair Market’s ASAP
 (available on MSN auctions) also charges the buyer’s credit or debit card upon the buyer’s purchase of an item.  ASAP allows the bidder to indicate when bidding whether the buyer wishes to pay with ASAP.  When the bidder wins and becomes the buyer, ASAP automatically charges the buyer’s credit or debit card.  However, ASAP withholds payment from the seller, giving the buyer 5 days after receipt of the item to inspect it.  If the buyer rejects the item, ASAP will not release payment to the seller and the buyer must return the item. ASAP guarantees the full purchase price up to a $1,200 transaction maximum.  ASAP requires that the buyer’s credit card be linked to a U.S. address.

· Yahoo!’s PayDirect
 (offered by Yahoo! and CIBC National Bank) operates differently. It requires buyers to place funds into an account with a credit /debit/ATM card or via electronic transfer.  In essence, PayDirect requires a buyer to create and fund an online piggybank or electronic wallet to be used for auction purchases.  When the buyer makes a purchase, the buyer authorizes PayDirect  to release funds from his or her account to the seller.  A buyer can only make a purchase up to the amount of the balance in the account. Yahoo! believes that structuring the account in this manner shields the auction site from  chargeback provisions because the buyer’s credit card is not charged on each transaction.  Instead, according to Yahoo, the buyer funds his PayDirect account through use of the credit card for a cash advance.  Prefunding an account, however,  means less  legal protection for the buyer.   In other words, if a buyer has a problem with a seller, he or she cannot rely on his or her credit card company to negotiate with PayDirect concerning the purchase.  Credit card protections are not available.  

Given the experience of PayPal, a third party payment service with the same arrangement that has recently accepted its role as a merchant for purposes of the  chargeback system, it is unclear how long this payment system model will last.  Yahoo! does guarantee purchases up to $3000 for transactions completed through PayDirect. PayDirect is available only to buyers in the United States.

Like payments via credit card, the availability of proprietary systems depends on a seller’s willingness to accept such payments, and like credit cards, not all sellers accept these payments.  A seller needs to be able to accept a funds transfer and to register his or her bank account with the auction site in order to receive payments through a proprietary system. The services are free to buyers, but sites charge sellers for using the service.  The fees listed below are meant to be illustrative of the different types of fees charged for payment services.  The fees, however, encompass varying levels of service by each company so it is not helpful to try and compare these services solely based on the fees charged.

·  Billpoint uses two different service fees based on the transaction history of the seller.  Under the standard service fee available to normal sellers, the fee is $.35 for transactions up to $15, and $.39 + 2.5% for transactions greater than $15, with a per transaction limit of $500.  Under the merchant service fee, available to sellers with significant positive transaction history on eBay,
 the fee is $.35 for transactions up to $15, and $.35 + 1.75% for transactions greater than $15, with a per transaction limit of $2000.

· Amazon.com Payments charges $.25 per item purchased plus 2.5% of the transactional amount.

· ASAP charges $.35 + 3.5%, and limits ASAP transactions to $1,200.

· Yahoo!’s PayDirect is free to buyers and sellers.

While the added cost to the seller might prevent some sellers from accepting such payments, auction sites view the charge to the seller as necessary compensation for the risk of chargeback to the auction site if a buyer has a problem with respect to the seller.

eBay, Amazon, Yahoo!, and MSN all use icons in their product category lists to indicate which sellers accept their proprietary payment systems. These icons allow buyers interested in paying only with these methods to locate immediately those sellers who accept these methods. Amazon’s icon is arguably the most informative: it clearly states “Amazon.com Payments,” where eBay and Yahoo! use icons that might not be  quickly recognized as a payments service for consumers who are unfamiliar with these services. 

Nonetheless, clicking on the icon provides a hyperlink to an explanation of the service. eBay also allows buyers to sort items by sellers who accept Billpoint. Many Yahoo! sellers include the word “Paydirect” in their product description lines in the category listings.  All five sites interviewed use hyperlinks from the item description pages to their payment systems, thereby maximizing ease of use.
c.   Third-Party Payment Systems offer alternative protection


In a third-party payment system, the auction buyer pays money to a third party business, which will then transfer funds to the seller.  Someone other than the auction site, however, operates the payment service.  PayPal
 is the most prominent third-party payment system currently operating online.  PayPal operates on the same principle as the Yahoo!’s PayDirect system described above.  The buyer must create an online wallet or account in order to send money to an auction seller. The buyer must sign up with and transfer money to PayPal via credit card, check or electronic transfer. The buyer must have a positive account balance capable of satisfying any payments the buyer wishes to make.  Once PayPal receives notice that the buyer has made a purchase, PayPal transfers money to the seller’s PayPal account.  In order for a seller to receive funds from a buyer, the seller must have or create a PayPal account.  The system looks something like this:

Diagram # 3: PayPal:
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Like other payment systems, PayPal uses email messaging to indicate that payment is requested or available.


PayPal offers two types of accounts to sellers: personal accounts and premier accounts -- with differing fees associated with each.  Its personal accounts are free but limited in the number of credit card charges they may receive.  Premier accounts aimed at merchant sellers may receive an unlimited amount of credit card charges. PayPal charges 1.9% per transaction for Premier accounts.

  For auction sites, the primary benefit of payment via PayPal is that PayPal is  willing to act as a merchant of record for the purpose of  the credit card charge back process.  In other words, if a buyer has a problem with a seller, the credit card company will resolve the complaint with PayPal rather than with the auction site.  PayPal acts as the merchant for purposes of the chargeback system and acts as the final guarantor of erroneous charges, including non-shipment or non-conforming goods sent by the seller.  Consumers should inquire about the guarantees offered by PayPal. 

PayPal offers various consumer protection programs, including a buyer complaint policy designed to help buyers recover from sellers who do not ship the promised goods 

If a buyer is unable to resolve the dispute with a seller directly, the buyer can file a Buyer Complaint Form with PayPal.  PayPal will investigate the buyer’s claim and contact the seller.  If the seller does not present appropriate proof of shipment, a full refund or other evidence of a satisfactory resolution, PayPal will seek to collect the amount from the seller.  PayPal may also restrict the seller's PayPal account.  PayPal does not guarantee recovery of payment.  

Complaints must be filed no later than 30 days from the date of payment.  PayPal will seek to resolve the complaint within 30 days from the date the complaint is filed, though such time frame may be extended, if appropriate, to accommodate the investigation. PayPal encourages all buyer purchase disputes to be filed and resolved through the PayPal dispute resolution process, and reserves the right to terminate or restrict account privileges of buyers who file chargeback complaints without attempting to resolve the complaints through PayPal.

PayPal recently instituted an insurance plan under which it doubles the amount of insurance offered to eBay customers.
   For purchases made on eBay using PayPal, PayPal offers domestic users an additional layer of protection if a buyer pays a verified seller but does not receive goods.  A verified seller is a registered user of PayPal who has completed a confirmation process indicating that he or she truly does control the bank account that is linked to his or her PayPal account, and maintains that link.  This additional protection for eBay transactions is not available for international users. If PayPal is unable to recover funds on an approved dispute through its investigation, a buyer may file a claim under eBay's Insurance Claims process (an "eBay Claim"). If a buyer’s eBay Claim is granted but does not cover the full amount of the loss, PayPal will reimburse the buyer for up to $200 of such additional losses, whether or not PayPal is able to recover such funds from the seller. 

In order to receive this additional protection, a buyer must file his or her complaint form with PayPal within 30 days after the eBay transaction and follow the same process as used for buyer complaints generally.  A buyer may file his or her eBay Claim at any time, but eBay is likely to require a buyer to obtain a determination from PayPal before it will process a claim.  If and when an eBay claim is granted, a buyer must contact PayPal customer service within 30 days after the grant date and provide a copy of the eBay Claim that was filed and satisfactory evidence that the eBay Claim was granted.  

The additional protection with respect to eBay transactions does not apply to disputes about the quality or attributes of delivered goods, goods that have been lost in the mail as shown by seller's presentation of proof of shipment, payments for services, payments to unverified sellers, or a seller's failure to deliver intangible goods  

Given PayPal’s wide acceptance across the Internet, this extra layer of insurance could greatly expand consumer confidence as PayPal extends this protection to other auction sites. PayPal offers an alternative to proprietary payment systems, particularly for smaller sites unwilling to assume the risk of guaranteeing problematic credit card transactions between a buyer and a seller.

No sites use icons in their category listings to indicate that a seller accepts PayPal. However, eBay allows sellers to use an icon in the product description indicating that the seller accepts payment via PayPal.  This icon also serves as a link to the PayPal Web site. Because Paypal is available for sellers throughout the online auction sector,  its icon is becoming something which consumers can readily identify. 

2. Insurance: Who guarantees the goods?

One key way an auction site can boost consumer confidence in transacting on the site is to safeguard transactions up to a certain amount with a form of “insurance.”  Under these programs, when the seller fails to deliver or the goods do not conform, the buyer can recover up to a certain amount.  The insurer will then go after the seller to recover for the amount paid out. 

Given that 90% of auction transactions are for goods of less than $200, the maximum recovery on these insurance plans tends to be low. 

· eBay offers up to $200 worth of coverage with a $25 deductible.

· Yahoo! offers $250 of coverage with a $25 deductible. Yahoo! guarantees purchases up to $3000 for transactions completed through Yahoo!’s PayDirect.

· Amazon offers $250 of coverage with no deductible. Amazon guarantees purchases up to $2500 that are made using the Amazon.com Payment system although it is unclear whether this is an additional guarantee, given that Amazon and Yahoo! are automatically the guarantors of any charge back under this system. 

· MSN does not offer any insurance in an effort to encourage consumers to use credit cards.  Because MSN wants people to get out of the cash trade altogether, it does not want to guarantee any model that resembles a “yard sale.”

Online auction sites presently employ two different models for insurance: 

· Under the third-party insurer model (which eBay and Yahoo! follow), a third party insurer indemnifies the programs on the back end of the transaction (for instance, eBay and Yahoo! cover their insurance programs through Lloyd’s of London).  The insurance company also handles any claims filed under the program. 

· eBay requires that a complaint first be lodged against the seller; eBay contacts the seller via email and encourages private resolution of the dispute, hoping to obviate the need for coverage. If the parties do not resolve the dispute, the buyer must then fill out a hard copy of a claims form and mail this form, with supporting documentation, to the Lloyd’s Claims Administrator.  Claims must be filed within 90 days of closing; processing may take up to 45 days.   In order for a buyer to be eligible for insurance coverage the following preconditions must be met:

· the item must be worth more than $25;

· the buyer must have either sent money in good faith to the seller and never received the item or, the item the buyer received must be significantly different from the seller's description (items damaged during shipment are not covered nor are items paid for in cash); and

· the buyer must complete a fraud report with eBay within 60 days of the close of the auction (but no earlier than 30 days after close).

(
Yahoo also requires that a buyer contact the seller before he or she files an insurance claim. The period for filing a claim with Yahoo’s claims administrator is 60 days after close of  the auction. There is a lifetime limit of two claims per user. 

(
Under the self-insured model (used by Amazon), the auction site handles all claims itself. The consumer is required to file only a single electronic form to initiate settlement and the claim process. Amazon will encourage the seller to conform, and then pay the buyer’s claim in the event of non-conformity.  Claims must be filed within a 30-day window (waiting 30 days from closing, filing within 30 days thereafter), but processing is guaranteed within 21 days.

-
Amazon will provide insurance under its A-to-Z Guarantee if:  (i) the buyer provided payment to the seller, but the seller failed to deliver the item; or  (ii) the buyer received the item, but the item was materially different than depicted in the seller's description. 

eBay, Amazon, and Yahoo! all explain their insurance/guarantee policies on their consumer information pages.
  Thus, the ease of accessing this information is the primary distinction between the sites.  eBay’s home page has a very prominent button labeled “Why eBay is Safe” at the top of the page. This button links the user to eBay’s consumer information pages.  Yahoo! has a similar hyperlink on the top of its auctions home page.  

A word of caution: Consumers need to read each site’s insurance information carefully.  There are many  procedures that must be followed and very strict time limits for filing a claim.   It remains to be seen whether insurance is being used by many customers and whether the many buyers have received reimbursement or compensation for their claims.  Although insurance sounds like a good idea, consumers  need to make themselves aware of claims procedures and limits on insurance BEFORE making a purchase, and carefully document all claims.

3. Escrow: Could you hold this for me?

Many consumers associate escrow services with real estate transactions. Escrow services, however, allow for consumers to deposit money in trust with a company, who will not release the funds to a seller until certain conditions are met or verified. For auctions, the buyer pays the escrow service for the goods in advance, the seller ships the goods, and the buyer has an opportunity to inspect the goods and to approve or reject them.  If the goods are approved and accepted, the escrow service releases the funds to the seller.  The arrangement looks something like this:

Diagram # 4: Tradenable (formerly i-Escrow)







The FTC and National Consumers League both advise that buyers use an escrow service to make online auction purchases, especially where the seller will not accept a credit card or the auction site does not provide any additional guarantees.
  Yet Tradenable,
 the leading online escrow service, estimates that only 1% of buyers at online auctions use escrow services, and it estimates that these buyers use escrow services predominantly for bigger ticket items, particularly those costing above the auction site’s insurance maximum. eBay, Amazon, and MSN all provide links directly to Tradenable.  A dedicated link to an escrow service, either third party or proprietary, seems to provide the greatest ease of use. In contrast, Yahoo! merely provides a list of escrow services from its search engine.  Some buyers and sellers may find escrow services a bit more complicated or time consuming than using credit cards or other payment services.   

Other impediments to escrow use exist apart from convenience.  Sellers may balk at the delay in receiving payment or the risk of goods switched in returns for non-compliance. Buyers may be deterred by the added cost, which varies from 2 to 4% based on the amount of the transaction and the terms of payment (whether cash or credit). Consumer education could help overcome these barriers by helping consumers understand escrow services and identifying escrow services as methods by which consumers can manage risks. In fact, Tradenable’s research indicates that most consumers believe that auction sellers are pre-screened to prevent  fraud and have no idea how escrow services even work. 

The basic safety offered from an escrow service is that the seller will not get paid until the buyer has had a chance to receive and inspect the goods he or she has purchased. In addition to this protection, credit card companies treat Tradenable as a merchant when the buyer pays by credit card.  Through the credit cards’ chargeback system, Tradenable must act as the ultimate guarantor for buyers against seller fraud.  Therefore, the credit card company will try and resolve problems with Tradenable directly.  Tradenable, in turn, will go after the seller if the buyer files a legitimate complaint and pays with a credit card.  As explained in part II.A.1 above, the credit card chargeback system   allows cardholders to dispute charges on the basis of non-delivery and non-conforming goods.  


eBay clearly indicates at the top of each item listing if the seller will accept an escrow service, and provides a link directly to the escrow service from this page. Such listings also indicate whether the seller will pay for the escrow service. No sites appear to use any icons on the auction listings to indicate whether the seller will accept an escrow service.  Given the low rate of escrow usage, such an icon might not be warranted. Adding an icon to the auction listings, however, might spur interest in the service.

4. Identity Verification: Who is that masked merchant?

a. Why require a credit card?


Many sites require sellers to provide a credit card in order to verify the seller’s identity. Currently, eBay, Yahoo!, Amazon, and MSN require sellers to enter a credit card upon registration.  Although eBay does not require a seller’s credit card on its European sites, this omission seems to be a function of the lack of international standardization of credit card regulations.
  Requiring entry of a seller’s credit card information for participation in an auction is supposed to provide a means for verifying the seller’s identity: in particular, the site can use the credit card to check if the seller has been banned from the site in another name. VISA noted, however, that it does not see credit cards as a valid mechanism for verifying someone’s identity.  For example, a credit card number by itself does not provide a guarantee of a person’s age, location or other characteristics.

VISA also maintains a “bad merchant” database of sellers who have been expelled from the VISA merchant system, and this database is available to issuers.  VISA is also active in instituting measures that will help limit the potential for fraud online. However, not all sites verify the validity of the credit card (i.e., find out whether it is stolen) while other sites run a verification of the seller’s credit card on the assumption that a would-be fraudster is more likely to try to hide behind a stolen or defrauded credit card than to provide his or her actual credit card, which could be traced if the fraud were detected.

Requiring buyers to enter their credit cards as well could reduce fraud on the buyer’s behalf and encourage buyers to use credit cards, (based on the assumption that once entered, a buyer will be less reluctant to use the credit card for purchasing).  Amazon and Yahoo! Currently require buyers to enter a credit card.
 Amazon requires this information upon the buyer’s first use of the auction site in order to verify the buyer’s identity.  Yahoo! requires a working email address in addition to a credit card.  The common objection to requiring credit card information from buyers is that it will scare potential buyers off; consumer education might help alleviate this concern. 
b.
Are there any other ways to verify someone’s identity?
eBay offers a unique service through the credit reporting agency, Equifax, called ID Verify.
 This service is used to verify that the person buying or selling is actually who they claim to be.  eBay provides information to Equifax, which then verifies the information against its own consumer and business databases.  This service is entirely voluntary, costs $5, and results in an icon being placed next to the user’s name.  Although this service does not appear to be used with any frequency, it does suggest a model for auctions requiring an added degree of security.  Indeed, eBay requires both buyers and sellers to use ID Verify before participating in its “Great Collections” specialty auctions of high-end, rare collectibles.  This enhanced verification may not be popular for most sellers, given that sellers must authorize examination of their credit reports. 


MSN is considering a more stringent form of voluntary seller verification. MSN would require merchant account numbers that would allow the site to contact the seller’s bank.  This “trusted seller program” could coordinate with organizations like the National Consumers League to maximize seller verification in much the same way that eBay has partnered with Equifax.  Fair Market has also considered restricting higher risk sales items (computer hardware, jewelry, automobiles, and software) to merchant sellers.


The use of icons is important for purposes of identity verification.   MSN and Yahoo!, for example, use icons that identify merchant vendors.  Such identification could be very valuable to consumers given that the vast majority of fraudsters tend to be private party sellers and not merchant sellers.  eBay includes an icon that indicates the seller has changed identities within the past thirty days.
  This identification warns buyers about the possibility that the seller is a fraudster who is changing names to mask his identity.

5. Verifying the Goods: Can they sell that online?

In November 2000, a French court ordered Yahoo! to block users in France from accessing Nazi-related items on its auction site.
 The most important aspect of this case to the online auction industry lay not in the free speech dimension but in the technical requirements mandated by the court: Yahoo! was given three months to find a way to keep French users from accessing Nazi or any other racist materials on Yahoo!’s Web site.  Yahoo! claimed at the trial that such technology simply did not exist but experts for the groups that brought suit against Yahoo! disagreed and the judge sided with the plaintiffs’ experts.
  Yahoo! ultimately banned the sale of items “associated with groups which promote or glorify hatred and violence.”
  Yet even Yahoo!’s ban has not proven 100% effective.
 

This case vividly illustrates one of the central dilemmas of online auctions: when and how should the auctions monitor their sites for contraband and other controversial items, copyrighted material, and memorabilia whose value lies almost entirely in its authenticity.  Auction sites are concerned about this issue because of potential concerns about liability for listing certain items for sale – including items which may violate copyright laws and other illegal items (e.g., Cuban cigars in the United States).   Furthermore, for auction sites, the discovery that a certain type of item is listed for sale may cause public controversy or embarrassment.   Newspapers often include stories about objectionable items (e.g., human organs) that were found for sale on an auction site.  

Why should consumers care about the nature of listings on an auction site?  First, a consumer may unwittingly purchase a copyright-infringing or fake item.  A consumer will not be happy if the Louis Vuitton purse on which he has bid is fake.  Additionally, a buyer may be violating the law by bidding or purchasing a certain item.  In some states, for instance, it is illegal to pay more than face value for concert tickets.

This section presents approaches to each of these three types of items: controversial, copyright infringing and inauthentic goods.

a. Contraband and controversial items: Are keyword searches enough?

Contraband and other controversial items raise two questions for the auction site: what to deem inappropriate for auction and how to keep those items of the site.  eBay provides an explicitly enumerated list of “Prohibited” items (which may not be listed on eBay), “Questionable” items (which may be listed under certain conditions), and “Potentially Infringing” items (which may be in violation of certain copyrights, trademarks or other rights).
 Yahoo! lists a number of categories of items which are not allowed on its site and identifies several specific examples of prohibited items.
 

Having a clear policy prohibiting certain items does not keep them off an auction site. Body parts, marijuana, even a Palm Beach County, Florida voting booth
 have all found their way onto eBay in the past.  The challenge to the auction site then becomes how best to monitor the site for the inevitable prohibited item.  With the volume of listings that appear on auction sites each day, the only monitoring that currently appears technologically feasible is one that occurs after items have been posted.  Most  monitoring of listings (and the debate about its effectiveness) centers around searching for items based on keywords likely to turn up prohibited items.

· eBay compiles and regularly updates a long list of search terms and employs teams of people who search the site with these terms.  eBay readily admits, however, that searching by keyword is not very efficient, as a search term (e.g. “shotgun”) could turn up in the title or description of an entirely legal item (e.g. the lyrics to a popular song ).  The fact that the above-mentioned voting booth was discovered not by an eBay employee but by a Palm Beach County election worker might further suggest the shortcomings of keyword searching.

· Yahoo! implemented a new program for enforcement of its Terms of Service in January 2001.  It currently uses proprietary technology to screen auctions prior to posting for potential Terms of Service violations, as well as trained personnel to spot trends and develop input for the automated system.  It also relies on the vigilance of its users through a program called “Neighborhood Watch.”  This program allows anyone with a positive rating to alert Yahoo!’s customer service department about auctions that “contain adult items outside the Adult area, look like spam, belong in another category, or are in violation of our Terms of Service.”
 When an auction receives three critical messages, the customer service department will review the auction and remove the listing if necessary.
· Auction Portal X monitored its site through keyword searches, but noted the ineffectiveness of these searches because users could simply change the wording of a listing to get around such searches.  Portal X’s  partnership with Fair Market allowed it to take advantage of some automated searching that Fair Market performs.  Also, Portal X indicated that it automatically deleted certain language like profanity.
· Amazon has an active screening program (see copyright section below) that uses searches with keywords, a small degree of automation, and “common sense.”  Amazon also takes an active role in screening for and removing recalled and dangerous items: upon receipt of recall or dangerous product notices from the Consumer Product Safety Center (CPSC), Amazon immediately begins screening for and removing any such products from its auction site.
As the experiences with keyword searching—and now the French judgment against Yahoo! –indicate, the auction industry is awaiting a more technologically effective means of preventing prohibited items from appearing on their sites.  Until that technology arrives, the degree to which a site monitors with keyword searches or relies on the vigilance of its user community appears to be a function of the site’s business model.   
b. Copyright verification: Who is responsible?


Copyright infringement appears to be rampant on the World Wide Web and auctions are no exception. In the online auction context, copyright infringement occurs when a seller sells a copyrighted item without the permission of the owner of the copyright.
  For instance, resale of an individual copy of computer software is almost always a copyright violation.  The Software and Information Industry Association (SIIA) conducted a survey March 31-April 1, 2000 on the Amazon, eBay,  Portal X and Yahoo! auction sites and found that 91% of software being auctioned was illegitimate.
 

Although the immediate burden of copyright infringement falls on copyright holders instead of consumers (and some consumers perceive an immediate benefit in low-cost software or music), copyright piracy has long-term detriments to consumers by adding costs to producers (costs which are inevitably passed along to legitimate consumers) and by undermining the trust in online marketplaces.   Pirated goods may also be of an inferior quality.  

Furthermore, pirated or illegally resold goods do not come with the same warranties or consumer protections associated with a legal purchase.  For example, a seller might resell a test copy or educator’s version of a piece of software via an auction.  It is against copyright laws for such a sale to occur.  The product, nonetheless, appears legitimate.  Consumers may believe, therefore, that consumer warranties will accompany the resale.  The taint of piracy undoubtedly suggests that other forms of fraud might be lurking on the auction site.


Elimination of copyright infringement is in the online auctions’ best interest, yet significant conflict exists as to the best means to foreclose auctions as a pirates’ forum. Amazon actively monitors its auctions for infringing software and usually removes such items within twenty-four hours of listing.  This approach is preferred by the SIIA
 and appears to be the most effective: of the more than 1300 pirated items the SIIA found in its 2000 survey, only 1 item appeared on Amazon, while 544 appeared on eBay, and 478 on Yahoo!
 

eBay claims that the Digital Millennium Copyright Act of 1998 prevents it from monitoring by exposing it to possible liability for infringement, but Amazon’s experience suggests eBay’s fears might be misplaced.
  Instead, eBay has created a “Verified Rights Owner” program, which requires copyright owners to search the site themselves for any infringing sales.
  Although eBay’s Personal Shopper program makes this self-monitoring easier by allowing automatic searches with daily email notification,
 the numbers uncovered in the SIIA survey suggest that self-monitoring might uncover the most infringement.  Yahoo! Also makes available a proprietary tool to intellectual property rights holders that allows rights holders to automate the process of searching and reporting specific auctions to Yahoo!.  Fair Market claims a “middle ground” between these approaches where notification of infringement, either from the owner or the system’s searching for “indicia” of infringement, will result in immediate removal. In addition, MSN has stopped listing all software so as to eliminate completely software piracy, believing that software is too risky a category.

c. Authentication and appraisal: Is that really Babe Ruth’s signature?

In April 2000, eBay was sued over the sale of allegedly fake sports memorabilia on its site.
  In November 2000, that suit was certified as a class action lawsuit, with the potential to expose eBay to a multimillion dollar judgment.
  The lawsuit was dismissed in January 2001 and the court held that eBay was not liable for the sale of phony sports memorabilia as they did not guarantee the authenticity of items posted for sale on their site.

Currently, no sites check the authenticity of items on their sites. Although Amazon has considered banning the listing of memorabilia altogether, the only verification efforts are market-based responses by third parties.  A number of online services provide opinions, authentication, grading and appraisals.
  These services are particularly useful in determining the authenticity and condition of rare or collectible items. eBay and Yahoo have links to these services; however, Yahoo! provides the most readily accessible links with a dedicated window on relevant pages like its “Antiques, Art & Collectibles” page, while eBay’s links are accessible only through its Safe Harbor page.  Third-party appraisal services are not integrated into the Fair Market platform.  Additionally, Yahoo! has a specific policy related to the posting of items with signatures of athletes and other spots memorabilia, and provides users with tips and information regarding purchasing sports memorabilia online.

B.  ENFORCEMENT AND DISPUTE RESOLUTION MECHANISMS: Who ya gonna call when a problem arises? 

Law enforcement and industry players agree that self-regulation by online auctions must play a major role in eliminating consumer fraud.  Self regulation, in this context, means efforts taken by the auction sites to prevent buyers and sellers from committing fraud, and creating systems that keep them from the online marketplace once they have done something wrong.  

Despite increased efforts by local and national law enforcement agencies to prosecute online auction fraud, the fact that the seller may be located abroad, and that buyers may also be dispersed geographically, makes it more difficult to investigate and to prosecute such fraud.
   For example, one seller might defraud multiple buyers.  However, if each buyer resides in a different state or country, it is difficult for law enforcement to understand the magnitude of the fraud since each buyer will report the problem to his or her local law enforcement agency.
  While law enforcement may only see part of the picture, the auction site may know more quickly that a particular seller has defrauded multiple buyers.

Furthermore, increased technological changes have led at least one commentator to call for increased legal sanctions against the online auctions themselves for fraud committed on their sites.
  However, self-regulation remains a valuable tool in combating fraud. The FTC recognizes the importance of self-regulation;
 other enforcement agencies have expressed hesitancy about the jurisdictional questions raised by the Internet; and industry—motivated by the self-interest in clean markets and minimal government regulation—recognizes its role in developing effective consumer protection practices.
  


This section surveys the self-regulatory efforts of online auctions. It presents these efforts in the order in which a consumer is likely to encounter them when a problem arises. (At the outset, it bears repeating that when a problem does arise it most likely will come from an individual seller, and not from a merchant seller.)  This section begins by examining the auction sites’ feedback systems, the first place a consumer will look for an indication that a transaction might be questionable.  It then examines the role of online alternative dispute resolution (ADR) as the means to which the auction consumer is likely to turn for resolving an auction complaint.   It then details the sanctions that online auctions can level against bad actors.  Finally, this section discusses collaborative efforts between online auctions and law enforcement agencies, including suggestions that auction sites have for attorneys general.  With this section, the authors hope to underscore the importance as well as the shortcomings of self-regulation so that industry and law enforcement will have a clearer picture of what works and where there is room for improvement.

1. 
Feedback Systems: Reputation is everything


Feedback systems allow persons who have recently completed a transaction to rate and comment upon the other person’s performance.  A user’s ratings become an online scorecard.  The ratings and comments then become part of the subject’s transaction history, which can be accessed and read by any future potential auction partner.  eBay launched its feedback forum in 1996.  The power of this system is attested to by the fact that all of the auction sites interviewed have similarly instituted feedback systems.
  Although the information contained in each system varies by auction site,
 the purpose of each system is the same: to provide a mechanism for creating a community-based reputation for fairness in transacting. 

A feedback system can dissuade fraudsters because failure to follow through with a transaction or deliver as promised can result in a decreased or negative rating.  Checking on a seller’s feedback rating is probably the first step any user takes before considering whether to bid on an item. 
  Accordingly, feedback systems provide an immediate source of information to buyers and an incentive for performance to repeat sellers.  Most sellers on online auctions are small businesses that are very concerned about developing and maintaining a good online reputation.  As a result, feedback systems are a powerful self-policing mechanism for a majority of the seller community. 

A feedback system will not dissuade the one-time fraudster on the lookout for naïve buyers.   The system gives most buyers immediate leverage in the marketplace by “empowering consumers to use information generated by other consumers in making informed judgments about the prudence of doing business with a particular user.”
 Those who choose to transact with unrated or poorly rated sellers do so with at least the constructive knowledge of the possible risks.

The power of these systems should not be underestimated. Based on active user input, these systems reinforce the sense of community that many auction users acclaim. The reputations developed through this community become the primary indicator of one’s standing in the community, as well as advertisements of a user’s success as a buyer or seller.  As Professor Lawrence Lessig notes, “[i]dentity and authentication in cyberspace are different;”
 in online auctions, identity is made almost entirely of feedback from other users. Or to put it more succinctly, “on eBay, all you have is your reputation.”

The feedback systems used by four of the auction sites interviewed have become largely standardized; eBay, Yahoo!,  Portal X, and MSN all use a numerical profile that awards one point for positive, subtracts one for negative and neither adds nor subtracts for neutral feedback.  The aggregate of the feedback from “unique” users then results in a running score, the higher the score the greater one’s apparent reputation for trustworthiness.  Amazon’s rating system is somewhat different.  One difference arises in the way in which votes are counted: 

· Yahoo! defines a “unique” vote as the most recent rating from another user.
  The total appears as an aggregate score with the user’s name.

· MSN accepts only the first comment when a user comments more than once.
  The total appears as an aggregate score with the user’s name. Portal X also used the same practice.

· eBay counts only one comment per user per transaction.
 eBay provides an aggregate score, but also translates the aggregate score into a color-coded star icon that appears beside the user’s online name. 

· In contrast, Amazon uses a five star rating system and averages a user’s total feedback into a single rating, with five stars being the highest.
 While this star-system might be more user-friendly for the buyers looking to make a quick comparison of sellers, the running score approach of eBay, Yahoo, and MSN arguably gives a more accurate picture of the user’s history and identity.

The identity created by feedback systems contains more than just one’s numerical or iconic score.  All five sites allow users immediately to check the comments posted about any other user; the opinions, negative and positive, of other users follow a user wherever he or she may go in the marketplace.  Some unique variations arise in the way in which a user’s transactional history is presented and can be used: 

· eBay and Yahoo! sort a user’s numerical scores temporally so that users may judge each others’ transactional histories and thereby track any changes in reputation. 

· MSN presents two separate ratings: one based on feedback from unique users and another based on overall feedback, including multiple comments from the same user.  Portal X did the same.

· Yahoo!’s feedback system includes two features allowing sellers to prescreen bidders: under its blacklisting feature, sellers can prevent specific users from bidding on their auctions; also, sellers can set a minimum bidder rating, thus reducing the risk of bad faith bidders. 


All five sites allow users to access a seller’s other auctions immediately so that the buyer will have more information upon which to base an opinion of the seller.  The auction sites recognize that the feedback systems provide valuable information about users that in turn provides incentives for users to be good community members. T he best practices in the feedback systems themselves are therefore those that link as much information as possible about a user in the user’s profile.  

2. 
Alternative Dispute Resolution Online:  Can we work it out?

Alternative dispute resolution (ADR) simply refers to any non-judicial mechanism for resolving disputes.  These mechanisms might be as informal as an exchange of emails or as elaborate as a binding arbitration.  In the online environment, ADR can bean effective means of dispute resolution, particularly in the context of online auctions where the majority of transactions are for items less than $200.  Since an auction buyer and seller are likely to reside in different places, it is unlikely that a lawsuit will be filed as a way to resolve a problem.


Online auctions are readily amenable to alternative dispute resolution (ADR) systems.  As one commentator notes, ADR may be especially suited to online communities because both ADR and online communities are based on relationships.
  Online auction communities only emphasize this similarity: users would likely prefer quick and informal settlement of disputes to formal legal remedies so that they might not damage future relations within an auction community.    

The number of transactions auctions facilitate, combined with the relatively low dollar amount generally involved in such transactions, has also led government agencies to recognize that ADR might prove to be a viable default system for resolving disputes online.


ADR can help reduce fraud before a transaction begins. Online auctions can publish the availability of ADR to reassure wary consumers that auctions sites are not lawless or without recourse for dissatisfied users. All the services interviewed prominently indicate in their user information pages the ADR steps a complaint will go through, including informal contact between the buyer and seller and intervention, if any, by the auction site. 

Once a dispute arises, online dispute resolution takes many forms. Most commonly, auction sites encourage users to contact each other to resolve disputes via email.  The nature of an auction site’s privacy policy, however, may limit the amount of information that the site will provide to an unhappy buyer or seller. 

Although the next step on all five sites interviewed is filing a complaint, the most innovative approach to ADR in the online auction context is found in the partnership between eBay and SquareTrade.
 SquareTrade is an ADR service that operates exclusively online, and provides ADR services for eBay customers, with a hyperlink from eBay’s information pages.  On the other auction sites, and in those disputes on eBay where the complainant does not choose ADR, the auction site itself handles the dispute.  When the auction site handles the dispute, however, the communication resembles informal complaint handling or conciliation – and does not rise to the level of mediation or arbitration, where a third party more actively helps to facilitate a settlement. 

eBay is the only auction that gives users the option to enter an arena more clearly demarcated as “dispute resolution.” This partnering may be attractive to even smaller auction sites  (not just eBay), because this arrangement will likely save the auction site the time and expense of fielding complaints.  Such an arrangement could be particularly valuable where the auction site provides free listings of items. 


SquareTrade offers eBay users the option of entering more formal ADR than provided by eBay or any other auction sites.
SquareTrade employs an automated complaint filing system that allows the parties to settle the dispute themselves and allows them to do so for free.  Most of the parties who use SquareTrade settle at this stage.  If the parties cannot settle, they can submit their dispute to one of SquareTrade’s independently contracted mediators, who are specially trained and closely monitored by SquareTrade.  The parties must pay for mediation, with the fee scaled to the size of the dispute. 

eBay has subsidized the cost of SquareTrade’s services for eBay users.  Recognizing the cost-effectiveness and utility of online dispute resolution, eBay has suggested that other auctions might subsidize these services in the future. Finally, SquareTrade also provides arbitration should the parties be so intractable that mediation fails.  It is only binding if the parties agree to make it so.  Throughout the process, SquareTrade works with eBay to ensure that the use of SquareTrade does not interfere with insurance deadlines.

SquareTrade employs a number of systems that indicate the compatibility of ADR and online communities. Because parties negotiate on SquareTrade’s system, SquareTrade is able to maintain significant amounts of information about negotiation and settlement.  This information includes the size of the dispute, the initial starting points of the parties, the duration of the negotiation, and the ultimate resolution.  SquareTrade also automatically conducts an exit interview each time a case closes, thereby allowing the collection of data that can drive improvements not only to SquareTrade but also to the auction experience itself. (Among other things, SquareTrade has found that 80-90% of parties who resolve their disputes on SquareTrade are likely to trade again on online auctions.) 

In addition, SquareTrade offers a seal (i.e., a trustmark) program for certified sellers who have agreed to use SquareTrade to resolve any disputes that might arise.
 Sellers must pay for the right to place SquareTrade’s seal in their listings on eBay or on other websites.  SquareTrade screens each applicant for a seal by verifying identification, checking its history of dispute resolution participation, reviewing the seller’s financial data (if the seller supplies it), and checking the seller’s feedback ratings and Web site (if any) in an attempt to gauge the seller’s legitimacy. 

SquareTrade monitors the dispute resolution activity of the holders of its seals and reserves the right to revoke the seal at any time for failure to negotiate with an aggrieved buyer.  SquareTrade can immediately revoke a seal because the seal itself is posted dynamically from SquareTrade’s servers onto the seller’s websites.  As a result, SquareTrade can maximize the value of its certification service by providing buyers with an accurate symbol indicating how a potential dispute from the transaction might be resolved.  SquareTrade also indicated that it would soon make available to buyers a list of sellers who do not settle. Dissemination of this type of information could provide the same sort of incentive for buyers and sellers, as with feedback programs, to negotiate in good faith.  SquareTrade has handled 60,000 cases, with a settlement rate of approximately 85 percent for cases involving direct negotiations where both parties voluntarily agree to dispute resolution.

While there are many ADR services online,
 none provides the services specifically to auction customers that SquareTrade does.  Moreover, no other ADR service offers the immediate verification of the Seal program, nor the dynamic ability to revoke such certification.  While such a partnership with an independent ADR service provider might not fit into every auction site’s business plan, the publication of the existence of this or similar ADR mechanisms could contribute to consumer confidence prior to the existence of a dispute.  In addition, the availability of mechanisms like SquareTrade will help build consumer confidence by providing a forum where disputes can be resolved effectively and efficiently.

3. Enforcement Policies:  What happens if we can’t settle?

a.
Three strikes and you’re out


All auction sites reserve the right to terminate a user’s access to the site. This power, described as “the power over existence,”
 is perhaps the most potent weapon against dedicated fraudsters -- those who will not be dissuaded by feedback systems nor inclined to use any dispute resolution mechanism, online or off. Although necessary to disable repeat offenders, termination is relatively ineffective against one-shot rip-off artists whose fraud will not be detected until perpetrated.  Nonetheless, termination remains a powerful disincentive for repeat players because it represents a threat to their very existence in the auction community.  Although user agreements typically reserve maximum discretion in the auction site’s right to terminate a user’s account,
 the sites vary in their thresholds for termination.

The most common form of trigger consists of reaching a certain number of complaints. However, that number varies from site to site: 

· On eBay, when a user’s rating on the feedback system dips to negative four the user will usually be terminated.
  eBay will also terminate if it detects a pattern of negative feedback.  This policy is necessary because negative four might be a remote possibility for the fraudster who builds up a high rating and then uses it as a buffer against negative feedback. eBay also uses its guarantee as a trigger for termination, and does so once a single claim is paid out.

· Yahoo! will terminate a user whose rating on the feedback system drops to negative three.  Yahoo! makes this threshold very explicit in its safety information. 

·  Portal X appeared  to trigger termination upon three complaints about a user, although this information was not readily found on the site. 

· MSN indicated that Fair Market, its back-end service provider, will suspend a seller when that seller’s rating dips into negative territory.  Fair Market’s policy is likely the most stringent of the auction sites. 

· Amazon does not appear to base termination on its rating system; instead, Amazon will remove any seller that causes three claims to be filed against its guarantee/insurance program.

b.
Sudden Death

Certain types of offensive activity warrant more immediate responses.
  While most sites have explicit bans on certain classes of items (such as pornography, body parts, and weapons), some types of behavior also will trigger automatic removal: 

· Amazon automatically suspends a user if it detects a listing of pirated or licensed materials. 

· eBay’s verified rights owner program will suspend a seller posting copyrighted material, but eBay requires the legitimate owner of the material to notify eBay of the infringing activity. 

· eBay also recently began cracking down on persons who use eBay as a means to initiate offline business or who send unsolicited email or spam to eBay members. 
  For example, a seller might contact losing bidders to offer similar products without reposting the items on eBay. eBay indicated it will first warn and then suspend such users. eBay suggested this move is not to protect its revenue stream but because such solicitation has shown a high incidence of fraudulent offers.

· Yahoo! has a zero tolerance for bid shilling and will suspend any buyer it catches engaging in this practice; eBay also appears to have a similar policy.
  Yahoo! maintains a general two strike policy for most violations on its service, including spam, inappropriate language in feedback, copyright complaints, and other inappropriate items posted for sale.  Certain types of items posted for sale, or other activities, may result in immediate termination of the user’s Yahoo! ID.

· Yahoo!  and eBay have  innovative  “watch” programs. Yahoo has a program called Neighborhood Watch that allows users to complain about specific items that might be inappropriate but that might not warrant termination of the seller.  This program allows anyone with a positive rating to alert Yahoo!’s customer service department about auctions that “contain adult items outside the Adult area, look like spam, belong in another category, or are in violation of our Terms of Service.”
 When the auction receives three critical messages, the customer service department will review the auction and remove the listing if necessary.  eBay developed this concept with its program called Community Watch. As noted on its website: “eBay will review listings that are brought to its attention by the community, and will look at the entire listing to determine whether it falls within this rule.”

Thus, it is not simply the types of product that can trigger removal but also the type of behavior in which a user engages.

c. Don’t Ever Come Back!

Once a user is banned from the site, keeping the person off the site permanently can be difficult.  Most sites exclude users based on a check of a registrant’s email address. The sites will make sure that the same email address has not been used before.  At least one site required users to retrieve a message at the email address they have registered in order to confirm that the email address is valid.

Those sites that require a credit card use that information to determine whether the registrant has been removed from the service earlier.  Many sites indicated that they use sophisticated software to cross-reference email addresses and credit card information to screen a would-be registrant.  Such a task is obviously in tension with the auction sites’ desire to minimize the time it takes to register in order not to frustrate new users.  At least one site questioned the effectiveness of such software given that dedicated fraudsters can change identities so quickly with readily-available transient email accounts and easy credit.  One site indicated that it places cookies on its registrants’ computers in order to check a user’s identity when the user changes email addresses.  However, it acknowledged that this method is defeated when the fraudster uses a different computer or removes the cookies from his or her own computer. 

VISA indicated that there is currently not much sharing of information between the credit card industry and the online auction industry, and that any such pooling of information would run into privacy concerns.  The auction sites do not presently share information about verified fraudsters between themselves, except through the FTC as described below.  The industry recognizes the need for more effective means of keeping bad actors off of auction sites, particularly given the perception, noted by Portal X, that most complaints are traceable to a small number of individual fraudsters who use multiple identities to perpetuate multiple schemes.

4. Collaboration Efforts: How are people working together to combat auction   

      fraud?


The most effective industry-generated practice might be a database of bad actors. However, Fair Market appears to be the only industry participant that currently maintains any form of networking to warn against fraudulent activity.  As a consortium of multiple sites, Fair Market is a likely pioneer in such information gathering; compilation of industry-wide databases might not be feasible for individual auction sites.  Yet privacy concerns prevent even this effort from including an actual database of bad actors; instead of disclosing the source of a problem, Fair Market may notify all of its network clients that a practice (e.g., shill bidding) is occurring.  Most commonly this warning system notifies members of particular types of listings occurring across the network.  Even this limited effort may not be sufficient: MSN, a Fair Market member, indicated that they would like a regular report from Fair Market regarding types of complaints, new scams, and recently popular schemes.  As fraudsters develop new schemes and scams, they are likely to appear on multiple auction sites, not just one.  One possible solution to the privacy concerns raised by an industry-wide database might be a provision in the user agreement that verified fraudulent activity will subject the user to a listing on such a database. eBay’s privacy policy allows for such uses.
 


One alternative to industry inaction in this area has been the rise of third party fraud clearinghouses. The National Fraud Information Center, the Better Business Bureau, and the Internet Fraud Complaint Center all provide consumers some recourse in the battle against fraud, by allowing consumers to file complaints with these services. Yahoo! maintains links to these third party resources on its dispute resolution page.
  These services do not, however, permit non-law enforcement research into their databases to determine if complaints have been filed about particular sellers.  Thus, they are of primary value to law enforcement, rather than auction sites.


VISA keeps a “bad merchant” file for preventing disqualified merchants from signing up for merchant accounts after being removed from the VISA system after too many complaints or problems surface with the merchant. VISA also uses this database to track the aliases of merchants who have already been removed from the system. VISA indicated that this file is available to creditors.


The most effective form of collaboration, however, is likely to come from partnerships between industry and law enforcement.  The FTC has created the Consumer Sentinel fraud database.  This database provides online access “to over 220,000 consumer complaints for over 200 law enforcement organizations across the United States and Canada.”
  Currently, eBay sends the fraud complaints it receives directly to this database. eBay’s privacy policy explicitly allows it to turn this information over to law enforcement.   eBay sends the information to law enforcement agencies where the seller is located, and strives to turn this information over as quickly as possible so as to ensure effective law enforcement. Industry-wide input into this database would ensure law enforcement access to the widest possible pool of fraudulent activity.  However, information from the FTC’s database is only accessible to law enforcement agencies.


Any collaboration between auction sites and law enforcement would be incomplete without suggestions by industry for law enforcement “best practices.”  During the course of interviewing for this report, the auction sites made many suggestions:

· The most recurrent suggestion by online auctions regarded the provision of fraud-related data.  One site asked that law enforcement agencies regularly report statistics regarding consumer complaints about online auction fraud, identify trends the attorneys general see in such complaints, and make these statistics easily accessible on public Web sites. 

· The other recommendation was that government agencies engage in much more consumer education concerning online auctions as well as the online marketplace generally.

· Another site wanted law enforcement agencies to understand that the auction industry is not interested in providing any forum for fraud, and that most sites operate with good faith in implementing their fraud prevention tools. 

· Another site reiterated that law enforcement agencies should not underestimate the power of the feedback systems and the power to revoke access to the online auctions sites. 

· Another site asked law enforcement agencies to ensure that the online auctions and the agencies do not duplicate their complaint-handling activities.  This site would have the parties coordinate information sent to consumers in response to complaints. 

· Similarly, one site pointed to the confusion that arises when multiple state and federal authorities do not coordinate their enforcement and complaint-handling activities, and suggested that law enforcement agencies work together so that industry will have a clearer idea of who is in charge of a particular action. 

· Finally, one site made a specific request that enforcement agencies be more careful with the subpoenas they use: it claims to have seen some subpoenas made out in the name of the wrong party.

Third party service providers also had suggestions for law enforcement agencies. 

· One provider suggested that law enforcement agencies lower their thresholds of involvement and begin to investigate smaller claims. 

· This same provider also expressed concern that it is currently very cumbersome for enforcement agencies to initiate prosecutions because it takes too long for them to begin. 

· Another suggestion was that law enforcement could save some time at the outset by automating their methods for registering complaints, for instance by increasing the ease of filing complaints online. 

· Another provider wondered if the enforcement agencies could work with them to put some teeth into self-regulation programs that these providers administer. 

· Finally, all third parties requested closer database interaction between law enforcement agencies and third parties so that the third parties could more quickly discover when their users are the subjects of consumer complaints.

These suggestions will hopefully provide a starting point for greater collaboration in the online auction industry.

C. CONSUMER EDUCATION

In a marketplace governed largely by caveat emptor, one of the most important avenues of fraud prevention lies with consumer education.  Consumer education can reinforce prevention efforts by encouraging the use of fraud prevention tools (such as credit cards) and lengthening the law’s “shadow” (such as publicizing prosecutions.) Through interviews and formal reports, auction sites have emphasized the importance of industry participation in consumer education.
  This section attempts to identify the most promising developments in consumer education.  Because education is not unique to any sector of the online auction marketplace, the authors have attempted to integrate the approaches found online.  

Two of the best resources for online auction consumers currently available on the Internet are publications produced by the National Consumers League (NCL) and the FTC. 

· The NCL’s Internet Fraud Watch program provides an online clearinghouse of information about online fraud in general,
 which contains a link to a menu of online tips (attached as an appendix to this report), where consumers can find a checklist of consumer protection tips specific to online auctions.
  This list provides basic guidelines useful to auction buyers. 

· The FTC publishes a series of consumer protection pamphlets under the heading “E-Commerce and the Internet.”
  Among the useful publications available on this page are “Internet Auctions: A Guide for Buyers and Sellers”
 (attached as an appendix to this report), “Guide to Online Payments,”
 and “Going, Going, Gone … Law Enforcement Efforts to Combat Internet Auction Fraud.”
  The latter publication reports on 35 state and federal enforcement actions against the perpetrators of online auction fraud.  Such information is useful in publicizing the fact that online auction fraud does not escape the notice of law enforcement agencies.  

· In addition, several state attorneys general’s offices maintain valuable consumer education sites.

Given the relative remoteness of the Internet Fraud Watch and FTC publications, online auctions could better serve consumer education by linking to these publications or making similar information readily available, particularly to first-time users. 

· eBay , Yahoo!   all have their own tips for buyers that resemble the tips published by the Internet Fraud Watch and the FTC;
 Amazon does not have a readily accessible list of such tips. 

· Only Yahoo! and eBay have a hypertext link to any of the above publications or even to the sites themselves. Yahoo! links to the FTC’s “Guide to Online Payments,”
 as well as the National Fraud Information Center’s home page, which is the same home page as the National Consumers League’s Internet Fraud Watch.
  Yahoo! recently aggregated many of its key policies and links to helpful resources into a centralized location on its service.  The Commerce Resource Center includes a section devoted to consumer protection issues.  eBay provides a link to the Better Business Bureau Online home page.
 

· None of these links, with the exception of Yahoo!’s link to the FTC’s “Guide to Online Payments,” gives consumers a direct link to immediately educational information; each requires further searching by the consumer. 

At the very least, the best practice would seem to include links to the Internet Fraud Watch menu of online tips and the FTC menu of consumer publications.  Currently, only Yahoo! and eBay come even close, with their links to third party home pages.  These links do not begin to encompass the range of possible educational links, which could include pop-up windows with buyers’ tips and/or news of fraud enforcement upon registration, and a more visible collection of links to educational resources.  These two suggestions are merely the product of brainstorming by the authors; the auctions sites themselves, in conjunction with law enforcement and third party services, could certainly come up with much more thorough and sophisticated educational devices.

The third-party service providers interviewed for this project also had suggestions for consumer education. Each of these services pointed to the need to educate consumers about the availability and operation of the various fraud-prevention services available. Each provider pointed to specific consumer education efforts:

· VISA has formed an alliance with the Better Business Bureau Online in order to educate consumers about secure online shopping practices during the holiday season. 

· Tradenable noted that most consumers are unaware how escrow services work.  eBay and Amazon now have descriptions of escrow services placed prominently on their consumer information pages. 

· SquareTrade’s market research has shown that most consumers are not savvy about the distinction between the various dispute resolution practices (i.e., mediation versus arbitration); part of developing online governance could involve greater clarification of the available dispute resolution mechanisms, particularly to emphasize the ease and availability of mediation.  Most auctions do a good job of encouraging the parties to contact one other and resolve their disputes between themselves.


The partnerships between the auction sites and service providers offer good models for increasing consumer awareness of self-protection methods.

Perhaps one of the most necessary, but most resisted, forms of consumer education comes from honestly identifying the risks of transacting in online auctions. Tradenable’s market research indicated that one of the greatest consumer misconceptions is that buyers believe sellers are pre-verified and therefore fraud-free.  

The identified misconception suggests that the potential for loss of consumer trust is high; if a buyer believes the auction site has cleared all sellers and then gets burned, the buyer will mistrust the auction site as well as the seller.  If, however, the disclaimers built into user agreements evolve into more prominent and open discussions of the risk of fraud, those consumers who do choose to participate in the marketplace will be more likely to protect themselves.  Those who don’t protect themselves will at least have been more explicitly warned.  The fully educated consumer who allows him- or herself to be defrauded is at least less likely to blame the auction site that honestly discussed inherent risks at the front end of the transaction.

CONCLUSION


The dialogue about fraud in the online auction industry is ongoing.  This project has attempted to facilitate that dialogue by collecting responses from the major industry players in one place.  By soliciting auction sites and third party service providers for their informal responses via interviews and their statements as provided on the auction sites themselves, the authors have tried to present solutions to online auction fraud from multiple perspectives. Instead of attempting to have the final word on the subject, the authors merely hope that this form of collaboration between industry and policing agencies will further the definition and reach of best practices for the online auction industry.  If successful, this project will therefore have been one more step toward a fraud-free marketplace.


APPENDIX A: FEDERAL TRADE COMMISSION 

TIPS FOR BUYERS AND SELLERS

(available at http://www/ftc.gov/bcp/conline/pubs/online/auctions.htm) 

If You're A Buyer...

	ADVANCE \d 4Quick Tips for Buyers

ADVANCE \d 4
Identify the seller and check the seller's feedback rating.

ADVANCE \d 4
Do your homework. Be sure you understand what you're bidding on, its relative value and all terms and conditions of the sale, including the seller's return policies and who pays for shipping.

ADVANCE \d 4
Establish your top price and stick to it.

ADVANCE \d 4
Evaluate your payment options. If possible, use a credit card. It offers the most protection if there's a problem. Consider using an escrow service if the seller doesn't accept credit cards.

	


ADVANCE \d 4
Know the Seller 

ADVANCE \d 4
Find out whom you're dealing with. Verify the seller's identity before you place your bid, and be wary of sellers who you can't identify. Some sellers may use a forged e-mail header, which makes follow-up contact close to impossible. 

ADVANCE \d 4
Get a telephone number for the seller and use it to confirm that you have some way other than e-mail to contact the seller. 

ADVANCE \d 4
Check to see how the seller has treated other buyers. Some auction sites post feedback ratings of sellers based on comments by other buyers. This may give you some idea of how you'll be treated, but beware of "shill" testimonials. 

ADVANCE \d 4
Before you bid, find out what form of payment the seller will accept. If the seller accepts only cashier's checks or money orders, decide whether you are willing to take the risk of sending your payment before you receive the product. 

ADVANCE \d 4
Find out who pays for shipping and delivery. Generally, sellers specify the cost of shipping the item and give buyers the option of express delivery for an additional fee. If you're uncertain about shipping costs, check with the seller before you bid. 


ADVANCE \d 4
Check on the seller's return policy. Can you return the item for a full refund if you're not satisfied with it? If you return it, are you required to pay shipping costs or a restocking fee? 

ADVANCE \d 4
If you have any questions about the item, e-mail or phone the seller. Don't place your bid until your questions have been answered. 

ADVANCE \d 4Know the Product 

ADVANCE \d 4
When considering whether to place a bid, know exactly what you're buying. Read the seller's description of the item or service, and if a photograph is posted, take time to look at it closely. 

ADVANCE \d 4
Try to determine the relative value of an item before you bid. There's no guarantee that something is a good deal just because it's on the Internet auction block. "Brick-and-mortar" stores and online price-trading sites may be good reality checks on price. If you find a bargain at an auction site, remember the adage about deals that seem too good to be true. They usually are. 

ADVANCE \d 4
Read the fine print. Look for words like "refurbished," "close-out," "discontinued" or "off- brand," especially when shopping for computer gear or electronic equipment. 

ADVANCE \d 4
Consider whether the item comes with a warranty, and where you'll get follow-up service if you need it. Many sellers don't have the expertise or facilities to provide services for the goods they sell. If that's the case with your seller, be sure you're willing to forfeit that protection before placing a bid. 

ADVANCE \d 4Know the Auction Site 

ADVANCE \d 4
Check how the auction works. Don't assume that the rules used by one Internet auction site apply to another. Some sites offer step-by-step tutorials that take potential buyers through the bidding process. Taking a few minutes to go through the tutorial might save you frustration or disappointment later. 

ADVANCE \d 4
Find out what protections the auction site offers buyers. Some sites provide free insurance or guarantees for items that are undelivered, inauthentic or just not what the seller claimed. 

ADVANCE \d 4Bidding 
ADVANCE \d 4
If you decide to enter the bidding, proceed with caution. Establish your top price and stick to it. 

ADVANCE \d 4
Don't bid on an item you don't intend to buy. Remember that if you're the highest bidder, you are obligated to follow through with the transaction. Auction companies often bar "non- paying bidders" — those who back out of a deal — from future bidding. 


ADVANCE \d 4
When bidding, take steps to protect your privacy. Don't give out personal identifying information like your Social Security number, driver's license number or bank account number. No seller should need it. 

ADVANCE \d 4
Save all your transaction information. Print or make note of the seller's identification, the item description and the time, date and price you bid on the item. Print and save a copy of every e- mail you send or receive from the auction company or the seller. 

ADVANCE \d 4Wrapping Up the Deal 

ADVANCE \d 4
After you receive an e-mail with news that you've "won" an auction, arrange to pay for your purchase. Pay with a credit card, if possible, but it's likely that the seller will require payment by certified check or money order. 

ADVANCE \d 4
If you're not comfortable sending a certified check or money order to the seller, consider using an escrow service or paying for your item cash on delivery. 

ADVANCE \d 4Where to Turn for Help
If you run into a problem during your transaction, try to work it out directly with the seller or with the auction Web site. If that doesn't work, file a complaint with the Federal Trade Commission by calling toll-free 1-877-FTC-HELP (382-4357) or visiting the FTC's Web site at www.ftc.gov. Although the Commission cannot resolve individual problems for consumers, it can act against a company if it sees a pattern of possible law violations. You also may want to contact your state Attorney General or your local consumer protection office. 

If You're A Seller...

	ADVANCE \d 4Quick Tips for Sellers 

ADVANCE \d 4
Provide an accurate description of the item you're selling, including all terms of the sale and who will pay shipping costs.

ADVANCE \d 4
Respond quickly to any questions bidders may raise during the auction. 

ADVANCE \d 4
Contact the high bidder as soon as possible after the auction closes to confirm details of the sale. 

ADVANCE \d 4
Ship the merchandise as soon as you receive payment


ADVANCE \d 4
Your Legal Obligations 

ADVANCE \d 4
Federal laws prohibit deceptive or misleading acts in commerce, including Internet auctions. You are required to advertise your product or service and the terms of the sale honestly and accurately. 

ADVANCE \d 4
Sellers are prohibited from placing "shill" bids or false testimonials. Some sellers improperly create a fake identity and bid on their own auctions to drive up the offers. Likewise, some sellers place glowing testimonials about themselves in the comment section of Internet auction sites. These practices are not only unethical, they're also fraudulent. 

ADVANCE \d 4
Sellers are prohibited from offering illegal goods through Internet auctions. While many auction sites monitor their sites and attempt to delete illegal items, the ultimate responsibility for ensuring that a sale is legal rests with the seller and buyer. Some auction sites post a list of prohibited items as a guide. 

ADVANCE \d 4
After the auction closes, sellers are required to ship the merchandise within the time frame designated during the auction or, if no time frame is specified, within 30 days. If you can't meet the shipping commitment, you must give the buyer an opportunity to cancel the order for a full refund or agree to the new shipping date. 

ADVANCE \d 4Advertising Your Product 
ADVANCE \d 4
Describe your item or service — and its condition — as fully and accurately as possible, including whether it's new, used or reconditioned. 

ADVANCE \d 4
Anticipate questions buyers might have and try to answer them in the description of your item or service. When possible, include a photograph of the item. The saying about a picture being worth 1,000 words rings especially true in Internet auctions. 

ADVANCE \d 4
When putting an item up for auction, set the minimum bid at the lowest fair price you're willing to accept. Specify who will pay for shipping, and add whether you'll ship internationally. 

ADVANCE \d 4
State your return policy in your auction description, and if you require the buyer to pay shipping costs or restocking fees for returns. Tell bidders where to get follow-up service. If you don't provide service for the item, say where the bidder could get it. 

ADVANCE \d 4The Art of the Deal 

ADVANCE \d 4
If a bidder asks a question about the item you're selling or the sales terms, respond as quickly as possible. 

ADVANCE \d 4
When the auction closes, print all the information about the transaction, making a note of the buyer's identification, the description of the item and the time, date and price of the bid. Print and save a copy of every e-mail you send and receive from the auction site or successful bidder. 

ADVANCE \d 4
Contact the winning bidder as quickly as possible after the auction closes. That's the time to confirm the final cost, including shipping charges, and to tell the buyer where to send the payment. 

ADVANCE \d 4
Most sellers in person-to-person auctions require buyers to pay by check or money order because they don't have the capability to accept credit card payments. These payment methods offer fewer consumer protections than credit cards, so be aware that some buyers may not be comfortable using them. Some online auctions and third parties enable sellers to accept credit card payments. Review the terms of these offers carefully. If you accept credit card payments, bill the buyer's credit card account only when you're ready to ship the product. 

ADVANCE \d 4Who Can Help 
If you run into a problem during your transaction, try to work it out directly with the buyer or the auction Web site. If that doesn't work, file a complaint with the Federal Trade Commission by calling toll-free 1-877-FTC-HELP (382-4357) or visiting the FTC's Web site at www.ftc.gov. Although the Commission cannot resolve individual problems for consumers, it can act against an individual or company if it sees a pattern of possible law violations. You also may want to contact your state Attorney General or your local consumer protection office. 

ADVANCE \d 4For more information from the FTC about your responsibilities when advertising or shipping products, ask for a copy of the Guide to the Mail and Telephone Order Merchandise Rule. Call the FTC toll-free at 1-877-FTC-HELP (382-4357) or access the publication online at www.ftc.gov. 

The FTC works for the consumer to prevent fraudulent, deceptive and unfair business practices in the marketplace and to provide information to help consumers spot, stop and avoid them. To file a complaint, or to get free information on any of 150 consumer topics, call toll-free, 1-877-FTC-HELP (1-877-382-4357), or use the online complaint form. The FTC enters Internet, telemarketing, and other fraud-related complaints into Consumer Sentinel, a secure, online database available to hundreds of civil and criminal law enforcement agencies worldwide.

ADVANCE \d 4
APPENDIX B: NATIONAL CONSUMERS LEAGUE

TIPS FOR BUYERS

(available at http://www.fraud.org/internet/intset.htm) 

Online Auction Tips

· Understand how the auction works. Many online auctions simply list items that people want to sell. They don't verify if the merchandise actually exists or is described accurately.

· Check out the seller. For company information, contact the state or local consumer protection agency and Better Business Bureau where you live and also where the company is located. Look at the auction site's feedback section for comments about the seller. Be aware that glowing reports could be "planted" by the seller, and that a clean complaint record doesn't guaranty that someone is legitimate.

· Be especially careful if the seller is a private individual. Most consumer protection laws and government agencies that enforce them don't deal with private sales, so if you have a problem, it could be impossible to resolve.

· Get a physical address and other identifying information. You'll need the seller's name, street address and telephone number to check them out or follow up if there is a problem. Don't do business with sellers who won't provide that information.

· Ask about delivery, returns, warranties and service. Get a definite delivery time and insist that the shipment is insured. Ask about the return policy. If you're buying electronic goods or appliances, find out if there is a warranty and how to get service.

· Be wary of claims about collectibles. Since you can't examine the item or have it appraised until after the sale, you can't assume that claims made about it are valid. Insist on getting a written statement describing the item and its value before you pay.

· Use common sense to guide you. Ask yourself: Is what the seller promises realistic? Is this the best way to buy this item? What is the most I am willing to bid for it?

· Pay the safest way. Requesting cash is a clear sign of fraud. If possible, pay by credit card because you can dispute the charges if the goods are misrepresented or never arrive. Or use an escrow agent, who acts as a go-between to receive the merchandise and forward your payment to the seller. Another option is cash on delivery (COD). Pay by check made out to the seller, not the post office, so you can stop payment if necessary.

· Let the auction site know if you have a problem. Some sites investigate problems like "shills"; i.e., bids being used to bid prices up or other abuses of the auction system. They may also want to know about sellers who don't deliver or misrepresent their wares. A bad record may result in a seller being barred from using the site again.


If you need advice about an Internet or online solicitation or you want to report a possible scam, use the Online Reporting Form or call the NFIC hotline at 1-800-876-7060.

APPENDIX C

A SURVEY OF PROTECTIONS ON SMALLER AUCTION SITES

A total of 65 smaller auction sites were surveyed for the protections they offered consumers.  Out of those 65 sites, 52 had hyperlinks and were functioning, the following is a summary of the survey results.  The remaining portion of Appendix C contains a site-by-site listing of the protections offered.

11/52 auction sites offer an insurance option.

20/52 auction sites offer an escrow option through a third party linked to their site or recommend that an escrow be used for transactions.

30/52 auction sites offer some kind of payment plan through a third party or, where applicable, accept credit cards.

10/52 auction sites provide some kind of informal mediation to their customers when disputes arise.

45/52 auction sites have rules and regulations regarding consumer use of their site.

24/52 auction sites use some form of user feedback to aid consumers in selecting buyers and sellers.

12/52 auction sites engage in some form of site-monitoring.

15/52 auction sites state that they will remove users who violate their rules and regulations.

29/52 auction sites have some extra layer of privacy or security to ensure the safety of user transactions.

Online Auctions Checklist
Does this site or a third-party provider for this site contain the following:

	SITE
	Insurance
	Escrow
	Payment Plan or 3rd party afffiliation
	Mediation
	Enforcement/

Feedback Mechanism
	Description/Type of Mechanism
	Other services
	Desc. Other Services

	Auction-Warehouse

	
	
	X
	
	X
	Rules & Regs.

	 X
	Truste-Privacy;

Thawte SSL information protection; Bizrate safe shopping approved

	Bidder Network

	
	
	X
	X
	X
	Rules & Regs.
	X
	Appraisals service

	TheBargainHut
 HYPERLINK "http://www.thebargainhut.com" 


	
	
	
	
	X
	Rules & Regs.
	X
	Truste Privacy

	Wholesale Central
 HYPERLINK "http://www.wholesalecentral.com" 
 Note: This site no longer operates auctions (noted of April 2, 2001).
	
	
	
	
	X
	Rules & Regs.
	X
	Credit card info. on  sellers

	Auctionweiser.com

	X

Automatic $300 insurance for items purchased through their vendors;  offers insurance through WebTradeInsure

(Intershopzone Assurance Program – if product is damaged, product will be replaced or refunded if came from an authorized vendor)
	X

(Tradenable)
	X

(Mastercard; ShopSmart)
	
	X
	Some site monitoring
	X
	Biz.Rate.com ‘Gold Store’ –customer certified


Online Auctions Survey and Table of Information

Does this site or a third-party provider for this site contain the following:

	SITE
	Insurance
	Escrow
	Payment Plan or 3rd party affiliation


	Mediation
	Enforcement/ Feedback Mechanism
	Description/ Type of Mechanism
	Other Services
	Desc. Other services

	4AuctionDeals.com

	
	
	
	
	X
	User  feedback system
	
	

	A1 Auction

	
	
	X

(PayPal)
	
	X
	Rules & Regs.
	
	

	AbidC

Note: This site is no longer operational
	
	
	
	
	X
	Rules & Regs.
	
	

	Abidon

	
	
	
	
	X
	Rules & Regs.; user feedback system
	X
	Truste Privacy policy; SSL Thawte  for security of information

	Internet Auction Inc,
	
	
	X

(site charges buyer’s credit card)


	
	X
	Rules & Regs.; Some site monitoring/removal of bad sites
	X


	Thawte authentic site;  ePublicEye registered safer shopping site



	Action Auction
(online portal to brick and mortar auction)
	
	
	X


	
	X
	Rules & Regs.; Security measures for protecting consumer information
	X


	Engage Media for consumer info.  privacy

	Auction1Online
	
	
	X

(PayPal)
	
	X
	Rules & Regs.; Security measures for protecting consumer information; user feedback system
	
	


Online Auctions Checklist

Does this site or a third-party provider for this site contain the following:

	SITE
	Insurance
	Escrow
	Payment Plan or 3rd party affiliation
	Mediation
	Enforcement/ Feedback Mechanism
	Description/ Type of Mechanism
	Other Services
	Desc. Other services

	Maximumbid.com

Note: This site no longer appears to be functioning as of April 2, 2001.
	
	
	
	
	X
	Rules and Regs
	
	

	Auction Interactive 2000
	X

Full refund on purchase if requested within 30 days of sale only for items s owned by site itself/not for items on sale in classified section
	
	X

(online form & credit card)
	
	X
	Rules & Regs; Removes and bars fraudulent participants from site; Customer Service Center for feedback or questions
	
	

	Auction Town USA
	
	
	X*

Note: site claims that secure payment account will soon be available
	
	X
	Rules & Regs (operation policy is unavailable on 4/4/01).; Site monitoring & removal of  rule breakers; user feedback system
	
	

	Auction US Online Auctions
	
	X

(Tradenable)
	X

(Paypal)
	
	X
	User  feedback system
	
	

	DC Values

Note: This site no longer appears to be functioning as of April 2, 2001.
	
	
	
	
	X
	Rules & Regs. + removal of violators from site
	X
	VeriSign security approved; ePublicEye registered safer shopping site

	Ebid World.com

Note: This site has closed.
	
	X

(Tradenable)

	X

(PayPal & personal)
	
	
	
	X
	Privacy measures for protection of users information


Online Auctions Checklist

Does this site or a third-party provider for this site contain the following:

	SITE
	Insurance
	Escrow
	Payment Plan/3rd party affiliation
	Mediation
	Enforcement/ Feedback  Mechanism
	Description/ Type of Mechanism
	Other services
	Desc. Other services

	Treasure Hunt 2000
(this site is defunct)
	
	
	
	
	X
	Rules & Regs.; Site monitoring & removal of  rule breakers; prosecution of any illegal activity.
	
	

	Auction-Sales.com
	
	X

(Tradenable)
	X


	X

(conducted by site at its  discretion)
	X
	Rules & Regs.


	X
	VeriSign certified for security;

Privacy measures

	Grab-A-Deal
	 
	X

(Tradenable)
	 
	 
	X
	Rules and Regs. + potential legal action; user feedback collected
	X
	SSL and Transaction security

	Haggle Online
	 
	X

(Tradenable & Trade Direct)
	 
	 
	X
	Rules & Regs.; Site monitoring and removal of all rule violators; user feedback system
	X
	Links to FTC, Online Auction Alert and Consumer Alerts for info. on fraud scams

	VRBid

Note: This site appears not to be functioning as of Aoril 2, 2001.
	 
	 
	 
	 
	 
	 
	 
	 

	What the Heck is that???
	 
	X

(Trade Safe


	X

(Pay Pal)
	 
	X
	Only enforces breach of site;  Rules & Regs.
	X
	Partners w/ Amazon & ePreview.net, an online security service


Online Auctions Checklist

Does this site or a third-party provider for this site contain the following:

	SITE
	Insurance
	Escrow
	Payment Plan/3rd party affiliation
	Mediation
	Enforcement/ Feedback Mechanism
	Description/ Type of Mechanism
	Other services
	Desc. Other services

	Warestore.com
	 
	 
	 
	X 

(will attempt to mediate -not enforce-  in cases or mis-conduct
	X
	Rules & Regs.; Some removal of rule breakers User feedback system in place
	 
	 

	1234 Trade
	 
	 
	X

(Pay Pal)
	 
	X
	Rules & Regs.; Site monitoring and removal of all rule violators + potential legal action
	 
	 

	321 Gone.com
Note: this site no longer appears to be functioning as of 6/20/02
	 
	X

(Tradenable)
	 
	
	X
	Rules & Regs.; Some site monitoring and removal of rule violators. 

Adult material is prohibited.  
	X
	Truste privacy approval;

VeriSign security protected

	America’s Auctions & Sales (AAANDS)
	 
	 
	 
	 
	X
	Rules & Regs. guidelines + potential legal action;  User feedback system in place
	 X
	Sellers offered opportunity to become SquareDeal sealholders through website link

	AuctionAddict.com
	 
	 X

(Tradenable)
	X

(Pay Pal)
	 
	X
	Some site monitoring and removal of violators.
	 
	 

	BidBay.com
(Auction Diner)
	 
	X

Auction Diner Escrow Service or recommends that buyers use alt. escrow service
	X

(Pay Pal)
	X

(site will try to assist in disputes)
	X
	Rules & Regs.;

 Site monitoring and removal of objectionable material; user feedback system
	X
	Eppraisals, a product appraisal service

	NetShoppers.com

	 
	 
	 
	 
	 
	 
	X
	Privacy policy


Online Auctions Checklist

Does this site or a third-party provider for this site contain the following:

	SITE
	Insurance
	Escrow
	Payment Plan/3rd party affiliation
	Mediation
	Enforcement/ Feedback  Mechanism
	Description/ Type of Mechanism
	Other services
	Desc. Other services

	Bidmore
	 
	 
	 X

(Pay Pal)
	 
	X
	Rules & Regs. + site monitoring and listing removal
	 X
	Squaretrade certified for good practices 

	MetaExchange.com
	 
	 
	X

(PayPal)
	 X

(site states that it will try to help in disputes)
	X
	Rules and Regs.
	 X
	Can not be held liable for using personal information for some causes.

	NeedFul Things
	 
	 X

(Tradenable)
	X

(Paypal)
	 
	X
	Rules and Regs. + site monitoring and removal of violators; user feedback system
	X
	Guidelines for fraud prevention & consumer education

	Online Market and Auction
Note: this site no longer appears to be functioning as of 6/20/02
	 
	 X

(Tradenable; Escrow.com)
	X
	 
	X
	Rules and Regs. + potential legal action; user feedback system
	X
	Thawte security protected w/ SSL

	Auction Trader
	 
	 
	 
	X

Sole determinant in cases of dispute
	X
	Rules and Regs.
	 
	 

	Barter-n-Trade
 Note: this site no longer appears to be functioning as of 6/20/02


	 
	 X

Recommends using escrow service
	
	
	
	 
	X
	Privacy policy;

Security system protection; guidelines for consumer fraud prevention


Online Auctions Checklist

Does this site or a third-party provider for this site contain the following:

	SITE
	Insurance
	Escrow
	Payment Plan/3rd party affiliation
	Mediation
	Enforcement/ Feedback Mechanism
	Description/ Type of Mechanism
	Other services
	Desc. Other services

	Bet and Buy (Monaco)
Note: this site no longer appears to be functioning as of 6/20/02
	X 
	X


	 
	X
	X
	Rules and Regs. + some screening of users
	X
	Thawte Security Protection w/ SSL

	Outwest Auctions
Note: Although this site appears to be operational there are 0 listings on the site and only 3 registered users as of April 2, 2001.
	 
	 
	 X

(Pay Pal)
	 
	X
	Rules and Regs. + serious potential for legal action against rule breakers & fraudulent activity
	X
	Truste Privacy approved; consumer education on fraud prevention

	Bidfarm
	 
	 
	X 

(Pay Pal)
	 
	X
	Rules and Regs. + removal of violators from site
	X
	Privacy policy; Spam prevention

	Polar Auctions (Canadian)
	 
	X

(Escrow.ca 
	 X

(Pay Pal)
	 X

(Arbitrates disputes between parties on request) 
	X
	Rules and Regs. +  removal of violators from site; user feedback system
	X
	Privacy policy

	Cyberbuyer

Note:   This site no longer appears to be functional as of April 2, 2001.
	X

Full refund on returned merchandise,  up to 30 days following sale
	X

Tradenable
	X

shipment tracking service
	N/A
	X
	Rules and Regs. + removal of violators from site
	X
	Thawte Security protection w/ SSL; registrant of e-PublicEye, a safer shopping site; consumer fraud info. + guidelines;

	Speedbid (UK)
	 
	 
	X

(credit     cards)
	 
	 
	  
	X
	Thawte Security w/ SSL authentic


Online Auctions Checklist

Does this site or a third-party provider for this site contain the following:

	SITE
	Insurance
	Escrow
	Payment Plan/3rd party affiliation
	Mediation
	Enforcement/ Feedback Mechanism
	Description/ Type of Mechanism
	Other services
	Desc. Other services

	Ebid Online Auction
	 X 

Technosure.com Ltd. Provides insurance of up to 150 British pounds (less a 10 pounds deductible) to buyers who do not receive goods or who receive substantially nonconforming goods. 
	X 

(Frugalescrow.com)
	 
	 
	 X
	Rules and regs;User feedback system in place
	X
	Secure server certified by –iStores.co.uk;

Thawte,-secured by SSL

	Clean Sweeps Auctions


 
	
	
	
	
	X
	Rules and regs. + post names of users who fail to complete buy/sale
	
	

	Fandom Auctions

	
	X

(Tradenable)
	X

(Paypal and others)
	X

(at discretion of the site)
	
	
	
	

	Snaprat


 
	X

(WebTrade)

Insure)
	X

(Tradenable)
	X

(Paypal)
	X
	X
	Rules and regs.; user feedback
	
	

	EasyNet Auctions

	X

(WebTrade

Insure)
	
	
	
	X
	Rules and regs.; Member Rating 
	
	

	EWanted

	X

(DealShield)
	X

(Tradenable)
	
	
	X
	Rules and regs.; user rating system
	X
	Truste  privacy policy


Online Auctions Checklist

Does this site or a third-party provider for this site contain the following:
	SITE
	Insurance
	Escrow
	Payment Plan/3rd party affiliation
	Mediation
	Enforcement/ Feedback Mechanism
	Description/ Type of Mechanism
	Other services
	Desc. Other services

	Myitem.com
	
	
	
	
	X
	Rules and regs; site monitoring; user feedback; site will cooperate with fraud victims requesting information for legal action
	X
	User Privacy guarantee

	uBid.com
	X

(uBid will take responsibility for defective items shipped through uBid Direct Auctions)
	
	X

(Open Account for payments by corps. only; uBid credit card & other credit cards)
	
	X
	Rules and regs; user feedback; site will coorperate with all fraud victims if legal action taken
	X
	AOL certified as a reliable merchant; VeriSign Digital Server Certificates for security of information; New User tutorial

	BuyBidWin.com
	X

(return policy on defective products)
	
	X

(credit cards)
	
	X
	Rules and regs; user feedback
	
	Privacy Policy

	Bidz.com
	X

(money-back guarantee on all items)
	
	X

(Pay Pal and Cyphermint)


	
	
	Rules and regs; removal of violators from site; user feedback
	X
	BBB Online Reliability Program member

	QOOL.com
	
	
	
	
	X


	Rules and regs; Anti-spam policy; Anti-fraud measures; user feedback
	X
	Secure Socket Layers for security of information

	SkyAuction.com
	
	
	
	
	X
	Rules and regs; removal of violators from site;  user feedback
	X
	Privacy Policy; Verisign security provider
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